
UC1: VoTING DATA
UC2: INSURANCE contracts
UC3: University diplomas

PRIViLEDGE addresses four concrete 
applications of cryptographic schemes 
and protocols for privacy and security, 
on blockchains and distributed ledgers.

The selected use cases are diverse and 
represent the principal application 
domains of DLT. This ensures wide reach 
and impact of the techniques developed 
in PRIViLEDGE beyond the immediate 
scope of the project.

Use cases 1-3 use the immutability of DLT for storing data. Use case 4 enhances 
DLT with mechanisms for consistent updates.
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UC4

UC4: BlOCKCHAIN UPDATES 
AND EVOLUTION

UC1 Verifiable online voting with ledgers
Verifiable online voting with a secret 
ballot in Estonia, led by 
Smartmatic-Cybernetica Centre of 
Excellence for Internet Voting OÜ.

UC2 Distributed ledger for insurance
Private transactions for DLT solutions 
in the insurance industry, led by 
Guardtime.

UC3 University diploma record ledger
Authenticated blockchain record for 
Greek university diplomas, developed 
by Greek Research and Education 
Network and Academic Network.

Cardano stake-based ledger
Stake-based cryptographically 
secure consensus for decentralised 
blockchains, led by INPUT OUTPUT 
RESEARCH LIMITED.



Why PRIViLEDGE?

The currently deployed DLTs do not 
address privacy. Indeed, the very idea of a 
public ledger that stores a verifiable 
record of transactions at first appears 
inherently incompatible with the privacy 
requirements of many potential 
applications, which use sensitive data 
such as trade secrets and personal 
information. 

What does PRIViLEDGE do?

PRIViLEDGE develops and realises 
cryptographic protocols supporting 
privacy, anonymity, and efficient 
decentralised consensus for DLTs.

How does PRIViLEDGE achieve this?

6 toolkits and 4 use cases

•    Anonymous authentication for 
Hyperledger Fabric

•    Flexible consensus for Hyperledger 
Fabric

•    Post-quantum secure protocols for 
ledgers

•    Zero-knowledge proofs for ledgers
•    Ledger-oriented secure 

two/multi-party computation 
protocols

•    Privacy-preserving data storage for 
ledgers

More on the use cases on the other side.

PRIViLEDGE enhances DLT by improving user anonymity, ledger robustness, and data privacy 
for the transactions stored on the ledger.
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