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Executive Summary

The objective of this deliverable is to track scientific, technology and business trends in the area of
Fog and Cloud computing that are relevant to the mF2C project. This deliverable provides an update
to trends necessary to be aware of in the project that were documented in deliverable D2.1 submitted
in M03. As per last time, each chapter ends with a “key takeaways” section summarizing the main
points of focus, helping readers to understand priorities in the project. This is the second version of
the deliverable and is aligned to iteration 2 (IT-2) of the project. A final report will be submitted in
M34 which will include global reporting on technology, business models and scientific trends.
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1. Introduction

1.1. Purpose

We continue to use the term Fog-to-Cloud (F2C) to refer to the resources created through the merging
of cloud and fog computing, which in turn creates the need for new, open and coordinated
management ecosystems. This is where mF2C will provide value with its management framework that
has been designed to be open, secure, decentralized, multi-stakeholder, including novel programming
models, privacy and security, data storage techniques, service creation, brokerage solutions, SLA
policies, and resource orchestration methods. It is the intention of this project to create a proof of
concept system and platform based on an innovative distributed system architecture validated with
real world use cases.

WP2 is tasked with studying state-of-the-art fog, cloud, network and IT infrastructure technologies,
with a goal of identifying technologies relevant for the deployment of the mF2C management
framework, i.e. sensors, smart end-devices, connectivity, and advanced cloud services. D2.1 [D21]
provided an overview of all the scientific, technology and business trends in fog computing relevant
to the project and which awareness was required. This was an initial version of the deliverable (v1)
and was aligned to iteration 1 (IT-1) of the project. This is the second version of that deliverable and
is aligned to iteration 2 (IT-2). Given the short length of time between reports (18 months), the
technology trends described in the initial report remain both valid and relevant today. The drive
towards Fog/Edge computing continues to be unchanged and relates to the massive amount of loT
generated data, an ability to aggregate and reduce data at its source, to ensure real-time decision
making, to ensure data anonymization and privacy protection, and finally an increased autonomy.

1.2. Structure of the document

Chapter 2 reviews the scientific trends of Fog and Cloud computing, beginning with an assessment of
contributions relating to service management, and resource management emphasizing the need for
decentralized and hierarchical solutions in order to meet the challenges brought up by fog computing.
While the convergence between High Performance Computing (HPC) and cloud and big data
technologies remain valid, attention has progressed to solving latency issues and related challenges
that arise in fog/edge infrastructures. These relate to task scheduling and offloading mechanisms due
to issues related to the high mobility of the device, the limited availability of energy of the devices and
the impact of the network on the performance of the entire framework. The exploitation of Fog
computing in new domains provides exciting opportunities to solve new real-world use cases, e.g.,
flash flooding or forestry monitoring systems. Any technology that enables the collection, processing,
and sharing of personal data, will pose privacy risks. This increasing number of connected devices
therefore expands the attack surface of any organisation, so proposed solutions are documented.

Al algorithms can benefit from the parallelism of mF2C architecture, allowing the distributed
implementation of Machine Learning (ML) algorithms. The project reviewed some works that propose
the use of ML, fuzzy neural networks, Markov models or genetics algorithms to collect and process
data coming from sensors in fog nodes and/or cloud.

Chapter 3 looks at technology trends evaluating different tools and platforms currently available that
enable the management of features such as storage, compute, machine instances, and containers.
Previously, we reviewed the technological trends regarding the management of Cloud, Fog and loT
devices, and while still valid, we update the latest trends in Cloud and loT management. Again with
HPC, we focus on data management solutions for the edge to cloud continuum as this new research
area — the combining of edge computing and HPC - is now emerging, with many proposals and proof-
of-concept evaluations, but not many implemented solutions. We put special emphasis on containers
and their orchestration as this project heavily relies on this technology, e.g., all mF2C services running
in IT-1 were based on Docker containers. So the confirmation of Kubernetes as the leading
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orchestration engine for containers is noticeable. The OpenFog Consortium reached a milestone the
IEEE published IEEE 1394 standard for Adoption of their OpenFog Reference Architecture for Fog
Computing. The new standard addresses the need for an end-to-end, interoperable solution
positioned along the things-to-cloud continuum. Finally, we discuss reference architecture solutions
in edge computing.

Chapter 4 reviews cloud, fog and loT trends with respect to business needs. The benefits provided by
these technologies will be translated into interesting business opportunities for utilities and
manufacturers in order to reduce Operating Expenditure (OpEx) and Capital Expenditure (CapEx)
investments. We review the latest business surveys showing loT only starting to gain momentum in
the enterprise in last 2 years, the evolution towards edge and fog computing, and the loT technology
trends in 2018-2019 appear to be blockchain and Artificial Intelligence (Al). We see market estimates
on the value loT will deliver differing across multiple sources, with expectations close to USS$6.5 trillion.
This is based on the number of connected devices reaching between 20 and 30 billion by 2020. We
review loT related patent filings, and finish with a review of blockchain in edge/fog scenarios.

Finally, we conclude with the key takeaways this document provides for the project. These include the
areas of focus and where existing solutions can help accelerate development of the key components
of the project architecture. A final version of this report is due in M34 which will include global
reporting on technology, business models and scientific trends.

1.3. Glossary of Acronyms

Acronym Definition
ACO Ant Colony Optimization
Al Artificial Intelligence
ANN Artificial Neural Network
CAGR Compound Annual Growth Rate
CapEx Capital Expenditure
DC Data Centre
DDoS Distributed Denial of Service
DQL Deep Q-learning
F2C Fog-to-Cloud
FE Functional Encryption
GA Genetic Algorithms
GDPR General Data Protection Regulation
HE Homomorphic Encryption
HPC High Performance Computing
lloT Industrial Internet of Things
loT Internet of Things
M2M Machine to Machine
ML Machine Learning
MSCOG Multi-Slot Computational Offloading Game
NVM Non-Volatile Memory
OGC Open Geospatial Consortium
OpEx Operational Expenditure
OTA Over the Air
PET Privacy Enhancing Technology
Rol Return on Investment
SIEM Security Incident Event Management
SMC Secure multi-party computation
SOC Security Operations Centres
SPA Student Project Allocation
VM Virtual Machine
VNF Virtual Network Functions
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Table 1. Acronyms

2. Scientific Trends
In this section, we give an overview of the scientific trends significant for the mF2C. We extend the

section from the previous version of deliverable D2.1 submitted in M03 with recent trends or changes,
but it should be noted that many trends that were relevant at the time of the submission remain the
same. The section includes scientific trends in the areas of service management, resource
management, end-devices, HPC (including data management and programming models trends),
science applications, security, convergence of Al and computing.

2.1. Service management, resource management, end-devices
In this subsection, we update the recent trends observed in the literature dealing with the resource

management in fog and cloud environments.

Aligned with what has been reported in D2.1 [D21], recent works draw attention to the fact that most
of the challenges faced while designing resource management solutions for fog computing systems
originate from the inherent fog characteristics, including heterogeneity, dynamicity, geo-distribution,
and the existence of multiple entities owning the devices taking part in the fog system. In addition,
most works try to optimize a common set of metrics, consisting in energy efficiency, and quality of
service (mostly in terms of latency) as well as load balancing.

It is worth highlighting that there is a general emphasis on the need for decentralized and hierarchical
solutions in order to meet the challenges brought up by fog computing, which is aligned with the key
mF2C project principles. In fact, authors in [JD18] propose a decentralized algorithm allowing devices
to coordinate their periodic offloading decisions to achieve an efficient management of
communication and computing resources in a fog computing system. A different view is presented in
[WZC17] where a coordinator server is added to ensure cooperative operation between different Local
Fog Servers (LFSs) in a fog network. The coordinator provides an inter-fog resource management with
the aim of reducing the dropping rate in congested LFSs, whereas the LFSs themselves deal with the
intra-fog resource management with the aim of improving the energy efficiency.

Common topics that are jointly addressed with resource management in a fog computing context are
matching, mapping and allocation such as the works in [WSM18], [TD17] and [FMG18]. More
specifically, Fogernetes [WSM18] is a platform based on an existing container management tool i.e.
Kubernetes and it allows matching the requirements of fog application components with device
capabilities by using a labelling system. Within such a system, labels can be either assigned
automatically, based on hardware capabilities or based on specific user-defined behaviour and they
can include geographical location, possible device extensions, expected performance as well as
connectivity options. Authors in [TD17] present an algorithm for mapping loT application modules
within a Fog-Cloud infrastructure. The main idea behind this algorithm is to first place application
modules on eligible nodes in the Fog layer. Once those nodes are overloaded or if no eligible node is
found in the fog, the placement is done in the Cloud layer. Simulation results highlight the obtained
gains in terms of application latency, network usage and energy consumption, when compared with
traditional cloud-only placement strategies. A similar work that rather considers more layers in the
hierarchy can be found in [FMG18] where the concept of “communities” is used to represent a group
of fog nodes. It is based on a hierarchical structure where the smallest (i.e. lowest-layer) communities
are the ones where the fog nodes are directly connected to nearby access points whereas higher-level
communities represent wider geographical areas. Therefore, in order to optimally allocate a VM to a
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given service to minimize the user-fog node latency, it is necessary to find the smallest community
that contains the AP that the user is connected to and that is capable accommodating the user request.
Then, within the chosen community, the VM allocation could be based either on traditional load
balancing or on consolidation techniques.

When it comes to formal modelling of resource management problems in fog computing systems, a
trend that is increasingly gaining in popularity consists in using game theoretical approaches. For
instance, the work in [KSM18] proposes a potential game-based approach for optimal resource-
demand management in the specific case of a vehicular fog computing environment. Within this game,
decisions are made based on the demands’ priorities, the required CPU capacity as well as the vehicle’s
current energy, thus allowing to minimize the latency and to optimize the computing and energy
resource utilization. Authors in [ZZN17] present a three-layer game framework, dealing with the
different interactions between the stakeholders in a fog-cloud computing system. More specifically,
the problem of finding an optimal matching between the physical resources offered by the fog nodes
and the virtualized resources requested by the clients is modelled based on the “student project
allocation” problem and the SPA-(S,P) algorithm is used to obtain a stable matching result. In addition,
the work presented in [JD18] proposes a so-called Multi-Slot Computational Offloading Game
(MSCOG) to obtain decentralized offloading decisions, while minimizing the response times and the
corresponding energy consumption.

Finally, it is worth to mention that regarding the management of loT end devices, what was reviewed
in the previous version of this deliverable, [D21], is still relevant. And the main conclusion was that
although there are many contributions in the area of loT standards, there is not a widely accepted
consensus on the solution to be adopted. In general, we can say that the loT management reviewed
proposals rarely address the lIoT management from a whole entire perspective, including data,
resources, service, network, etc. The same conclusion we achieved when reviewing the main
contribution regarding addressing and naming of 10T end devices, there is no well adopted and final
solution for addressing this high heterogeneity of devices.

2.2. Scientific trends coming from the HPC area
2.2.1.Data management frends

While the trends in the HPC area reported in D2.1 [D21] regarding new storage devices such as non-
volatile memories, or the convergence between HPC and cloud and big data technologies are still valid,
a lot of attention has been paid in the last months in solving the latency issues and challenges that
arise in fog/edge infrastructures.

A preliminary work in this direction is [CLP17], where a set of storage requirements in a fog/edge
computing infrastructure are identified, namely low access time, network containment between sites,
availability of data in case of partitioning, and support for user’s mobility. In this context, this work
evaluates three popular distributed storage systems used in datacentres with the goal of determining
whether they would be suitable in a fog/edge setting. The conclusion is that these systems encounter
difficulties to scale and are not well suited for the local activity expected in a fog context.

While edge and cloud systems share similar needs such as scalability and fault tolerance, significant
differences exist between their requirements [RG18]. First, cloud systems are hosted in datacentres
which guarantee a certain degree of connectivity and latency between nodes, while in the edge they
use much more unstable wireless communication links. Also, in the cloud data is distributed by design
to accommodate large data sizes, while in the edge data is distributed inherently due to the distributed
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nature of the data sources. Finally, nodes at the edge are much more heterogeneous and diverse than
in a cloud datacentre.

Thus, solutions for data management in a fog-to-cloud environment are being investigated in projects
led by HPC institutions, such as the recently started CLASS project [CLASS], which aims to develop a
novel software architecture to help big data developers to combine data-in-motion and data-at-rest
analysis by efficiently distributing data and process mining along the compute continuum (from edge
to cloud) in a transparent way, while providing sound real-time guarantees.

Also, new preliminary solutions towards a holistic view of data management from the edge to the
datacentre are being proposed in emerging workshops in flagship HPC conferences related to these
topics, such as USENIX HotCloud and HotEdge. In the following we summarize these proposals.

A data-centric communication approach is designed in [PA+18] by enhancing network connectivity
with local storage services at the edge of the network, in order to buffer data generated at the edge
prior to synchronization with the cloud. These local edge data repositories enable users to upload data
to local storage resources as they move along. This vision paper focuses on the network infrastructure
level, and thus it is complementary to other approaches that deal with data closer to the application
level.

At a higher level of abstraction some application-specific proposals exist, such as [RG18], which
assumes a specific kind of application running on the infrastructure, in this case machine vision
applications. Assuming this prior knowledge, an architecture optimized for this kind of applications is
proposed. However, this does not necessarily fit other kinds of applications, and implies underutilizing
the powerful resources at the edge, which are required for computation-intensive applications such
as this one. Other examples are [BH+18, DG+17].

There exist more general approaches such as CloudPath [MS+17], which enables different kinds of
applications, including workloads that aggregate data, such as loT applications, or services that cache
data and process information at different layers. This proposal is based on Cassandra [LM10], a key-
value store that provides eventual consistency between replicas, and this is the only kind of
consistency that this solution offers. However, many applications require strong consistency
guarantees, and coping with eventual consistency in the application layer requires significant
development time [SV+13].

Although also designed on top of Cassandra, FogStore [GR18] is able to provide different consistency
guarantees to clients, based on their context. In particular, the criterion is that close replicas need to
be strongly consistent because they are supposed to be relevant, while eventual consistency suffices
for the ones located at a certain distance. This is a finer-grained approach, but it still manages all the
data in the same way, independent of the application or the kind of data. Also based on Cassandra is
DataFog [GXR18], but it is focused on providing the best replica placement for performance at the
edge and not on consistency.

Given that mF2C is a general-purpose platform, it requires a more customizable and flexible data
management solution that provides easy and customizable control both on the data placement and
the consistency for different kinds of data. This flexibility enables to use the same data management
platform both for the application data, as well as for the data needed to manage the fog-to-cloud
platform (devices, users, service catalogue, service execution, ...) in such a way that the required
dynamicity, fault-tolerance and efficiency are provided.
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2.3. Applications in different science areas, data centres, big data processing
Fog computing is being exploited in numerous domains where efficient processing of location sensitive

sensor data and near real-time decision making is required. The development is to a certain extend
driven by the continuous expansion of loT devices, both in terms of volume and new functionalities.
In recent months, we see application in new areas such as monitoring flash floods and valuable trees
in remote forests, etc.

Rain in Saudi Arabia is infrequent but could be intense; irregular, torrential flash floods have caused
significant damages to properties and disruption to society. [Guesmi:2018] proposed an early flash
flood warning system based on analysing real-time hydrological data from wireless smart sensors.
These sensors would be deployed in strategic locations within the monitored areas and measures
attributes such as rainfall, water flow/level as well as capturing images. The sensor data are
aggregated via distributed ‘computation’ nodes which run real-time prediction algorithms to evaluate
the risk of flooding and to trigger flood alerts if the predefined threshold is reached.

The forest monitoring system [Pooja:2018] works on similar principle using smoke and different types
of motion sensors to detect forest fires or illegal logging/illegitimate activities that threaten valuable
trees such as teak and sandalwood in large swathe of remote forest reserves. The system streams
data over ZigBee to distributed local micro-controllers for processing, the results are then forwarded
to a receiver which aggregates and evaluates if an alert should be generated.

These two use cases share the common feature of localised processing of data close to source, a
typical feature of the fog computing paradigm. Processing data close to source enables low latency
and minimises network traffic as well as the complexity of the computation task. As loT applications
expand, the need for localised processing is driving the growth of edge data centres (also see Section
2.2.1 for a discussion of data management trends). [EDC:2018] reports that currently around 10% of
enterprise-generated data is created and processed outside a traditional data centre or in the cloud,
but by 2022, this figure is forecast to reach around 50%. The demand is giving rise to the growth of
micro-modular and regional or local data centres, e.g. [SCHR:2018], [ECX:2018]. Unlike full scale data
centres in the cloud, edge data centres will have few or even no IT staff on site to maintain and secure
the infrastructure. It is all the more important for applications to incorporate a coherent policy
towards securing data in transit and at rest to mitigate risks inherent in the F2C environment. mF2C -
which incorporates secure by design - addresses this critical requirement through its unified
framework for coordinating and managing distributed F2C components.

With regard to low-latency applications, Health 10T is the archetypal F2C use case that involves real or
near real time processing of heterogeneous data streaming from different types of sensors monitoring
patients’ vital signs. The problem with connected healthcare devices is illustrated by infusion pumps
[WIKI1]. These are devices connected to a patient’s bloodstream into which they inject medicines,
hormones, or nutrients. In the past, these machines were connected only to the patient, but these
days they connect wirelessly to other systems, in order to receive updates on doses, alert medical
personnel about deviations from the threshold state, or just send a message that they are functioning
correctly. There are multiple points in such a system that can be compromised, e.g. by exploiting the
sensors and their underlying communication network or any system and application vulnerabilities.
Obviously, the implications of something going wrong with these devices can be quite serious: too
much, or too little, medicine could cause harm to the patient. In addition, patient health records
contain sensitive data that need to be protected in line with GDPR [EU2018] principles. In Sections 2.4
and 4.4, we will look at security trends in more details.
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2.4. Security trends
The significant technological advances in the area of loT/edge/fog/cloud computing, Big Data, and
HPC have enabled the development of great innovations. However, these technologies enable
collection, processing, and sharing growing amounts of personal data, thus posing a major risk to the
privacy of people, and they highly increase the number of connected devices, which rapidly and vastly
expands the attack surface of any organisation.
The evolution of intelligent things and the continuous adaptive security approach are creating a new
cybersecurity trend [Panl7]. The adoption and integration of artificial intelligence and machine
learning techniques into ICT infrastructures is bringing about the next generation of cybersecurity
solutions. As cyber-attacks become more sophisticated, frequent, and complex, the self-learning tools
and platforms that can be trained instead of just programmed, can accelerate and automate the
counter fight. However, these technologies depend on vast amounts of continuously available and,
most importantly, reliable data [Dual7].
Data brings many and huge benefits to the digital innovations, but it comes with great security risks
to information systems, organisations, and individuals. Unauthorized manipulations of data can cause
severe safety issues [Chel7], data breaches can cause identity thefts and financial frauds [War17], and
increasingly more popular ransomware attacks can easily put critical infrastructures on lockdown
[BH16]. In today’s data-driven world, data protection, individuals’ privacy, and infrastructure security
are more intertwined than ever before, and their integrated consideration for minimizing security
incidents and data breaches is one of today’s major cybersecurity trends [Fim17] [Pet18].

2.4.1.Arfificial intelligence and machine learning

ML and Al approaches are becoming an emerging trend in the field of cybersecurity, offering
alternative solutions to many interesting research challenges and practical use cases.

Analysis of encrypted traffic

As a means of tackling some aspects of ever-growing concerns for privacy, we have witnessed
increased utilization of encrypted internet communication over the past decade. Protocols like IPsec
and SSL/TLS allow entities to communicate privately, however providing no guarantees that a private
communication is also a safe one, since malicious content may as well be carried in an encrypted form.
Yet, analysis of encrypted traffic is beyond the capabilities of modern firewalls, resulting in malicious
payload conveniently bypassing existing security controls [Yoon17]. Thus, there is a growing practical
need for performing such analysis even when communication is encrypted. Fast and technically simple
approaches for classification of encrypted traffic (such as port-based classification, termination
proxies, and special implementations of SSL/TLS protocol), were either proven to be easily bypassed,
raise significant privacy concerns, or just don’t scale well. On the other hand, ML approaches cannot
be bypassed, yet they retain the privacy of communication as they require no prior decryption.
ML-based approaches rely on characterization of unique statistical behaviour, which can be used to
isolate individual encrypted flows. Various supervised ML algorithms like support vector machine and
naive Bayes were applied for identification of application flows [Okal1]. Further, Bayesian network
classifier was used in [Mail18-1] to identify anomalies within the isolated flows, which successfully
demonstrated identification of DDoS and request/response poisoning attacks [Mai18-2] when the
traffic was encrypted with SSL/TLS. At present, the research community is putting significant effort
towards expanding the set of attacks, protocols and contexts in which ML-based approaches can be
applied to detect malicious behaviour hidden in encrypted communication, in order to make the
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technology more useful for real-world deployments. On the other hand, Cisco recently released a
family of switches that integrate their innovative product, Encrypted Traffic Analytics (backed by
multi-layer supervised ML) [Cisco18], suggesting that the technology has already reached some level
of maturity. Cisco’s technology is said to accurately classify application flows and even promises threat
detection in encrypted payloads, giving a good prognosis for further development of ML-based
analyses of encrypted traffic for both research and commercial sector, and their usability.

Better detection and prevention of (known and unknown) cyber-attacks

What’s more, ML/Al-based methods for detection of cybersecurity threats surpass the traditional
signature-based methods that have come to the end of their useful application due to the sheer
volume of potentially harmful security events, and increasing complexity of cyber-attacks enabled by
computing paradigms like IoT. As a consequence, existing IDS/IPS solutions relying on these human-
generated signatures of malicious network traffic and harmful software cannot keep up with such vast
scale of attacks. In addition, they require significant system resources in order to be effective [Yul7].
ELIDe (extremely lightweight intrusion detection) which is a ML approach utilizing hash kernels and
supervised linear classifier, emerged as an alternative for constrained appliances that yielded
promising results on tactical systems as well as mobile devices [Yul5, Yul7]. Still, even in less resource-
constrained environments, the need for techniques supporting real-time detection and prevention of
cyber-attacks that go beyond signature-based approaches persists. Deep learning based on a
convolutional neural network (CNN) has already been successfully applied to detection of new
malicious source code variants in [Cuil8], where features were extracted from grayscale images of the
code. It even proved to achieve much better accuracy and speed than conventional malware detection
mechanisms. Other Al approaches for malware detection and classification based on deep learning
also report great accuracy improvements over traditional mechanisms in experimental setups
[Mengl7, leral8]. At present, ML/AI techniques seem be one of the few alternatives promising
detection of 0-day exploits. Yet, despite several cybersecurity vendors already incorporating ML-
backed malware/attack detection suites into their solutions, some specific challenges persist.
Kaspersky Lab [Kas18], themselves dealing with integration of ML into their antivirus products,
emphasize the importance of training the model with the representative data (which is often very
hard to achieve in practice, resulting in significant accuracy degradation over time if the model is not
continuously retrained), and keeping multiple (ML and non-ML-based) detection methods in a multi-
layered synergy [Kas17].

Supporting cyber-situational awareness and incident response

Another interesting research direction is application of ML and Al techniques to cyber-situational
awareness and (potentially autonomous) incident response. For cyber-analysts in security operations
centres (SOCs), establishing cyber situational awareness is becoming an increasingly challenging task.
Al/ML-based solutions hold much promise as support mechanisms that could replace human input for
initial cyber incident analysis tasks (triage process) due to their ability to classify cyber incident reports,
find related ones, eliminate irrelevant information, etc. A tool based on deep auto encoder neural
network, that demonstrates exactly these features, was developed in [Graf18].

2.4.2.Data protection

The massive collection and continuous availability of data constitute an enormous chance for the data-
driven world. However, data is very often not handled in a secure, privacy-friendly, or transparent
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way, which causes distrust in data collection (i.e. privacy concerns) [EDE18] [OECD17] and insecure
data processing (e.g., data breaches, identity thefts) [VER18] [Coo018].

Individuals are getting very cautious about sharing their personal data and very sensitive about how
their personal data is used. Additionally, recent studies [BDVA17] on privacy-protection mechanisms
show that simple approaches like masking or removal of unique identifiers in datasets (e.g., names,
social security numbers, etc.), are insufficient to protect privacy. Increasingly more privacy-aware
individuals, the lack of efficient privacy-protection mechanisms, and the new data protection and
privacy regulations (General Data Protection Regulation [EU16] and ePrivacy Regulation [EC17], which,
if adopted, will replace the ePrivacy Directive [EU02]) are shifting the scientific focus towards strong
cryptographic privacy-enhancing and anonymity-enabling approaches. These approaches enable
individuals to stay anonymous in front of their digital service providers and thus remain in full control
over their privacy without having to place trust in their service providers or third parties to not misuse
or share their personal information with others without their knowledge and consent. One of the
popular examples of such technology are blockchain-based cryptocurrencies, such as Bitcoin [BIT],
Mixcoin [BN+14], Zerocash [BC+14] or Monero [MON], which provide means for (pseudo-) anonymity
in financial transactions. Here, financial transactions are made, with cryptography [Nak08], in a peer-
to-peer fashion, without any centralised entity involved, and recorded in a public ledger to ensure
integrity. Since funds are not tied to individuals but rather associated with wallet addresses, such
technology provides (pseudo-) anonymity. Another example of privacy enhancing technologies (PETs)
are attribute-based credentials (ABCs) [CK+12] and group signatures [CLO2] (or related approaches
such as direct anonymous attestation [BCC04]), which provide powerful means for anonymous or
pseudonymous authentication. Such schemes involve users, issuers, and verifiers. A typical flow is that
users obtain credentials from an issuer and can then anonymously demonstrate the possession of a
valid credential to verifiers. Either such a credential simply proves membership to some user group
(e.g., can prove that the user has the right to access a building) or in case of ABCs allows to selectively
reveal information about attributes encoded into the credential (e.g., that a user is at least 18 years
in age) without revealing anything else. Conceptually, these technologies date back to the 1980’s
[Cha85, CH91] and a lot of theoretical progress has been made since. While early approaches relied
on the factoring setting [CLO1, CLO2, BCCO4], the most efficient approaches today rely on the use of
elliptic-curves and bilinear-maps [CL04, HS14, RVH17]. There is also strong interest in primitives that
are secure against powerful quantum computers (e.g., schemes based on lattices [CNR12, BCN17,
BK17]).

Even though a large amount of theoretical work has been done on cryptographic PETs, there is a lack
of implementations available for the industry to fully adopt the technology. There are several EU
research projects such as PRIME [PRI], PrimeLife [PL], ABC4Trust [ABC], MATTHEW [MAT], and
CREDENTIAL [CRE], which offer prototypes for privacy enhancing technologies. Additionally, some
prototypes have also been developed by the industry, such as Idemix from IBM [IBM02] and U-Prove
from Microsoft [Mic12]. However, none of the implementations is complete, actively maintained, easy
to use or published in open source, which puts a lot of interest in a complete, efficient, and scalable
software library for cryptographic PETs.

The pervasive nature of today’s technology implies high demand not only for solutions that protect
the data but also for solutions that enable computations over protected data. To this end, the
cryptographic community has proposed novel cryptographic concepts like secure multi-party
computation, functional encryption, and homomorphic encryption (from partially, over somewhat, to
fully homomorphic encryption). Secure multi-party computation (SMC) [GLO5, BC+09, Kre17] ensures
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confidentiality in settings where two or more parties jointly and securely evaluate arbitrary functions
over their inputs while keeping those inputs private. Functional encryption (FE) [BSW11] is an
emerging paradigm that enables fine-grained access to encrypted data, overcoming the all-or-nothing
law of the traditional public key encryption, where the encrypted data is either fully available or fully
hidden and thus all entities in a system have to be in either of the two states as well. In the context of
the FE approach, decryption keys are associated with a function f and when applied to encryptions of
a message m, the decryption yields f(m). Moreover, in an FE system, we can issue decryption keys for
different users, so that the users obtain a different view of the message plaintext. This means that we
can cryptographically regulate who has access to what data or to what function of the data, enabling
partial or full anonymity of data subjects. When/if security breaches occur, they are isolated and
cannot affect the security or privacy of a whole system. In the last two decades, different flavours of
FE emerged; from predicate encryption [KSWO08], attribute-based encryption [GP+06], and identity-
based encryption [BFO1], all providing a powerful tool for minimizing information leakage and
maximising security and privacy. Finally, homomorphic encryption (HE) [Gen09] refers to the
encryption technique that allows for computations to be done over encrypted data. The results of
such computations are encrypted and when decrypted, they match the result of the operations as if
they had been performed on the plaintext. Depending on the type of operations (e.g., addition,
multiplication), their combination (e.g., addition and multiplication, multiplication and division), and
the number of repetitions (e.g., one operation, limited number of operations) allowed on cipher text,
HE schemes are categorised into three groups. Partially homomorphic encryption [LCM16] allows only
one type of operation unlimited amount of times. Somewhat homomorphic encryption [DPZ12]
schemes enable some types of operations being performed unlimited amount of times. Fully
homomorphic encryption [Gen09] allows different combinations of different operations unlimited
amount of times. Although these schemes provide a powerful solution for ensuring data protection,
they are (still) too costly in terms of computation to be practical in real-world. Therefore, the scientific
community is still working on follow-up improvements.

2.5. Resource management and QoS
The incremental development from Fog and Edge computing from our last version [D2.1] of this
deliverable, has brought a more mature research context to the area of Edge and Fog QoS and
Resource management. Examples of these advances are available in diverse areas and approaches.
Mahmud in [MAHMUD] provides a very complete overview of most common approaches for Resource
and Service provisioning metrics and Service Level objectives. It recognises that main criteria used
nowadays for resource management in Fog computing are time, data, cost and energy management
metrics. For Service Level Objectives, it gathers on-going interest in Latency, Cost, computation, data
and application management, as well as, power handling. For future directions in this area, it
recognises Context-aware Resource and Service Provisioning, including latency optimisation, as it is
the approach in mF2C, as a promising area for further development.
Brogi in [BROGI] analyses existing challenges in the deployment of composite applications in
heterogeneous large Fog environments. It presents FogTorch which models Cloud+Fog+loT scenario
in order to select the best deployment in this composite application taking into account QoS offered
by Fog environments and composite application execution requirements. While approach and starting
point for this work and mF2C existing developments can be comparable; a significant difference is that
mF2C considers runtime deployment decision while FogTorch considers this decision to be taken at
application design time.
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Also, Interestingly for mF2C developments and taking a similar approach to its multi-layered Fog to
Cloud architecture Tocze in [TOCZE] which acknowledges the need of further research in such
environments in areas of resource estimation, discovery, sharing and allocation and related migration,
as areas that can have significant influence in timeless and QoS Fog to Cloud computing. Of this list
mF2C is in the position of providing relevant advances which specifically focus on resource discovery,
sharing and allocation.

2.6. Convergence of Al and computing
In the previous version of this deliverable, [D2.1], we identified the main trends when considering the

convergence of Al and computing. On the one hand, we found that many companies like Google,
Amazon, Microsoft and IBM had incorporated Al in their platform-as-a-service or software-as-a-
service solutions. On the other hand, and also in the scope of the mF2C project, we found a
convergence or collaboration in the opposite way. Parallel computing, which is one of the pillars of
the mF2C architecture, can help the development of more performance efficient ML or genetic
algorithms. In this sense, Al algorithms can benefit from the inherent parallelism in the proposed
mF2C architecture, allowing the distributed implementation of ML algorithms, and then improving the
performance when computing data. Specifically, we reviewed some works in the literature that
proposed the use of ML, fuzzy neural networks, Markov models or genetics algorithms to collect and
process data coming from sensors in fog nodes and/or cloud. The conclusion was that in the mF2C
system we need the best possible combination of Al techniques that can effectively be adopted in
different parts of the system to take an intelligent decision based on the processed data near the end
users, providing low latency as well as enhanced security, as required by critical medical and many
commercial applications.

However, the revision made in the previous deliverable only considered the use of Al when processing
the users’ application data, but, why not using also Al in the control and management processes as
part of the mF2C system? For example, when matching the services to be executed on the available
resources, Al becomes an extraordinary opportunity to make the best possible selection. We find in
the recent literature proposals dealing with the use of different Al techniques in the management of
Cloud computing. Examples of these proposals can be found in [GJK18], [DMD17], [SV17] and [GSR17].
In [GJK18] authors propose a system to securely monitoring Cloud computing to prevent unauthorized
tasks injection and modification, as well as to optimize process scheduling and maximization of
resource usage; all this based on intelligent agents equipped with Artificial Neural Network (ANN). On
the other hand, in [DMD17] an Ant Colony Optimization (ACO) algorithm is proposed to optimize the
load balancing between Virtual Machines (VMs) in the entire system. Also, in [SV17] authors propose
the use of Fuzzy techniques, specifically the kernel fuzzy c-means clustering algorithm, for clustering
resources before the allocation of them by means of optimization techniques. Finally, in [GSR17], a
learning automata is used to achieve a trade-off between power consumption reduction from one
side, and SLA violation percentage from the other side when optimizing the VMs placement.

When extending the scope to fog and edge computing, even less contributions can be found that use
Al for optimizing the allocation of resources or other management processes. They are mainly cloud
computing management techniques, extended to consider some devices at the edge. The RECAP
project (https://www.recap-h2020.eu/) and its paper [OBC17], in a preliminary approach, proposes as
one of its pillars the intelligent automation of management processes; for example, when placing
applications in the different resources, considering both fog and edge; as well as when managing and
placing the Virtual Network Functions (VNFs). Also considering cloud and edge resources, the work in
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[AA18] proposes a genetic algorithm for optimal VM placement for a cloud federation architecture,
also including edge resources. The project is aware of current work being done in AWS GreenGrass or
Azure loT Edge which also focus on providing Machine Learning capabilities at the edge. Other
interesting developments worth mentioning here is Google Federated Learning for Edge / Cloud
synchronized model training [GOO17].

Finally, and framed in the development of this mF2C project, in a previous deliverable D5.1 we
proposed the use of reinforcement learning in one of the blocks of the mF2C architecture, the QoS
provider. The decision whether a certain agent (resource) can or cannot be used for a certain service
instance is based on the number of SLA violations occurred in previous executions of that specific
service. In order to determine if the suggested agents by the service instance should be used, the QoS
provider uses the number of service executions and the number of SLA violations, to calculate a ratio
that is used as the input for the Deep Q-learning (DQL) algorithm. Based on this approach, and from a
research-oriented approach, the paper [DCB18] proposes a whole service management system for a
Fog-to-Cloud architecture, where the application of ML algorithms in different components of this
service management (Service Classifier, Resource Provider, Quality of Service, and Analytics) unit is
analysed. Also, in the context of the mF2C project, the work in [SGM18] proposes the use of ML
techniques to build an adaptive cost model for managing the resources. With this adaptive cost model,
the system will be able to allocate more sophisticated and optimized solutions for satisfying the
requested service.

2.7. Key Takeaways
We summarize the key areas of focus in scientific trends significant for the project:

e The challenges faced designing resource management solutions for fog computing systems
continue to be heterogeneity, dynamicity, geo-distribution, and multiple owners of the
devices taking part in that fog system

e A number of decentralized algorithms allowing devices to coordinate their periodic offloading
decisions to achieve efficient management of communication and computing resources in a
fog computing system have appeared

e The new platform “Fogernetes” (based on the existing container management tool
Kubernetes) allows matching the requirements of fog application components with device
capabilities through a labelling system

e Core layers in the hierarchy can be found in [FMG18] where the concept of “communities” is
used to represent a group of fog nodes.

e Game theory approaches have gained popularity in the formal modelling of resource
management problems in fog computing systems, e.g., vehicular fog computing environment,
e.g., Multi-Slot Computational Offloading Game (MSCOG) obtains decentralized offloading
decisions, minimizing the response times and the corresponding energy consumption.

e Trends in the HPC area currently focused on solving latency issues and challenges that arise in
fog/edge infrastructures when accessing storage. Systems encounter difficulties to scale and
are not well suited for the local activity expected in a fog context.

e Preliminary solutions towards holistic views of data management from the edge to the
datacentre are being proposed in in flagship HPC conferences, e.g., USENIX HotCloud and
HotEdge

e A number of projects are researching how to fragment applications in order to offload the
parts of the computation to the resources, the scheduling model and the management of
parallelism: CloneCloud, Cuckoo, ThinkAir, MobileFog

e ML and Al approaches are becoming the emerging trend in the field of cybersecurity, offering
alternative solutions to research challenges and practical use cases, helping to identify
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anomalies within the isolated flows, which successfully demonstrated identification of DDoS
and request/response poisoning attacks

e Software cannot keep up with the scale of attacks - existing IDS/IPS solutions rely on human-
generated signatures of malicious network traffic). ML/Al techniques seem be one of the few
alternatives promising detection of 0-day exploits

e There are several EU research projects offering prototypes for privacy enhancing
technologies: PRIME, PrimeLife, ABC4Trust, MATTHEW, and CREDENTIAL, which (PET)

e Al algorithms can benefit from the inherent parallelism in the proposed mF2C architecture,
allowing the distributed implementation of ML algorithms, and then improving the
performance when computing data

e Building adaptive cost model for managing the resources using ML techniques will support
allocating more sophisticated and optimized solutions for satisfying SLA’s
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3. Technology Trends
Very much like the former version of this deliverable [D21], in this section we address several
technology trends in different areas which are relevant to mF2C, and we try to highlight any new ones
that might have been getting more attention lately. It is important to note that since the submission
of D2.1 [D21], which was in March 2017, many of the technology trends remain the same, thus for
further details about a recurrent trend one should refer to the previous deliverable [D21].

3.1. Tools, platforms, loT
In the previous version of this deliverable [D21], we reviewed the technological trends regarding the
management of Cloud, Fog and loT devices. Although those revised trends are still valid, in this section
we are going to update the latest trends in Cloud and loT management.
3.1.1.Cloud management tools

Apache Mesos

Apache Mesos (http://mesos.apache.org/) is an open-source project to manage computer clusters.
Mesos uses Linux Cgroups to provide isolation for CPU, memory, I/O and file system. Mesos is
comparable to Google's Borg scheduler, which is a highly secretive platform used internally to manage
and distribute Google's services. Interestingly, Mesos deals with resource management and
scheduling and is often described as a “distributed systems kernel” that allows manage thousands of
servers using containers to host applications. It also provides a set of daemons, which expose
resources to a centralized scheduler. So that, allows tasks to be distributed across nodes, and thus
load balancing takes place on different resources in the cloud or traditional systems. Mesos can be
easily fitted with large, distributed databases such as Hadoop and Cassandra.

Cloudability - (https://www.cloudability.com/platform/)

It is one of the popular cloud management platforms. Cloudability helps the organizations to properly
monitor the cloud resources consumption. By keep tracking the resource usage related information,
it provides various reports to analyse the cost related issues and most important, it helps the
organizations to optimize the expenses. It supports multiple public, private, and hybrid cloud service
providers.

3.1.2. loT Management tools

SensorThings API - (https://github.com/opengeospatial/sensorthings)

It is an open and unified framework, which allows to interconnect the sensing devices, data, and
applications over the Web by addressing the syntactic interoperability and semantic interoperability
of the Internet of Things. It can easily work with the existing loT networking protocols such CoAP,
MQTT, HTTP, 6LowPAN. Interestingly, it is non-proprietary, platform-independent, and perpetual
royalty-free API, which helps to significantly simplify and accelerate the development of loT
applications. By using this API, application developers can connect to various loT devices and create
innovative applications without worrying the daunting heterogeneous protocols of the different loT
devices. It can also be embedded within various loT hardware and software platforms, so that the
various loT devices can effortlessly connect with the OGC standard-compliant servers around the
world. The Open Geospatial Consortium (OGC) SensorThings API defines standardized interfaces for
sensors in the Web of Things (WoT) and Internet of Things (loT), two terms that are frequently used
interchangeably. Most importantly, these standardized interfaces will permit the proliferation of new
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high value services with lower overhead of development and wider reach and will also lower the cost
for sensor and gateway providers.

ThingSpeak - (https://thingspeak.com/)

It is an open loT platform which comes with MATLAB analytics facilities. This loT analytics platform
allows to aggregate, visualize and analyse live data streams in the cloud. ThingSpeak provides instant
visualizations of data posted by your devices to ThingSpeak. By executing the MATLAB code in
ThingSpeak, developers can be able to perform online analysis and processing of the data as it comes
in. ThingSpeak is often used for prototyping and proof of concept IoT systems that require analytics.
Most importantly, it is easy to configure and also it can easily work with popular loT protocol.

Thingsboard.io - (https://thingsboard.io/)

ThingsBoard is an open-source loT platform for data collection, processing, visualization, and device
management. It enables device connectivity via industry standard loT protocols - MQTT, CoAP and
HTTP and supports both cloud and on-premises deployments. ThingsBoard assures scalability, fault-
tolerance and performance of the system, so that the captured data can’t be loose. It controls the loT
entities in secure way using rich server-side APIs. It is also defining the relations between devices,
assets, customers or any other entities. Also, it is collecting and storing telemetry data in scalable and
fault-tolerant way. It also defines data processing rule chains by transforming and normalizing the
device data. Also, it integrates devices by connecting to legacy and third-party systems with the help
of existing protocols.

3.2. Technology trends coming from HPC

3.2.1.Data management frends
The technology trends regarding non-volatile memories, active storage, parallel file systems and
NoSQL databases were already reported in D2.1 [D21] and are still valid. In this second version of the
deliverable, we will shift the focus to data management solutions for the edge to cloud continuum.
As explained in section 2.2.1, this research area that combines edge computing and HPC is now
emerging, with many proposals and proof-of-concept evaluations, but not many implemented
solutions.
An exception is the Cisco Kinetic Edge & Fog Processing Module [Kinetic], which facilitates the
deployment of data processes to edge and fog. This is a commercial solution that enables loT
applications for advanced monitoring and diagnostics, focused on industrial environments. Its Data
Control Module filters, aggregates, and compresses time series data at the edge or in the fog, or in
the cloud. It provides an enterprise loT solution for operations and decision making. A more general
commercial datastore suitable for loT is Redis Enterprise [RedisEnt], which supports different data
types and consistency levels.
A non-commercial datastore is dataClay [dataClay, MQ+17], which is also applicable to more general
settings, as required in this project. It is not limited to a particular kind of data and provides the
flexibility to manage replicas and the synchronization between them according to the needs of each
specific application. This allows to decide, for each kind of data, how many replicas need to exist,
where they need to be placed to ensure low latency and fault tolerance, and which is the required
synchronization so that the requirements of the application are satisfied. This high degree of flexibility

D2.2 Tracking Scientific, Technology and Business Trends (Version 2) Page 21



mF2C - Towards an Open, Secure, Decentralized and Coordinated Fog-to-Cloud Management Ecosystem

enables an efficient use of resources, avoiding unnecessary communications and delays, paying the
price of replication and (degree of) synchronization only when required.

3.2.2.Programming model’s trends

In D2.1 we have addressed one of the requirements for fog computing, the need of a programming
framework that allow users to program applications for heterogeneous devices. In this deliverable
we extend the focus to programming solutions that cover issues related to the fog-to-cloud
paradigm including real time processing, latency and transparent management of a decentralized,
heterogeneous and dynamic set of resources. The aim of the project is to provide a programming
framework to develop applications that involve the use of traditional cloud systems, smart end-user
devices, and loT sensors.

Looking at the commercial offerings, the big companies in cloud are extending their services to include
fog tools. Azure [Azure:2018] provides a platform to support the automatic scaling of Azure Functions
on loT devices. Amazon Greengrass [AWS:2018] allows to run AWS Lambda functions on connected
devices, using the cloud for management, analytics, and durable storage. Both solutions provide a
serverless architecture where users are only required to write the code without caring of the resources
needed for the computation. Google has launched Android Things [AndroidThings:2018] to develop
apps for loT devices with existing Android development tools, APls, and resources along with new APIs
that provide low level I/O and libraries for common components like temperature sensors, display
controllers, and more, available on certified hardware.

The streaming feature is one of the most common requirements, taking into account that some
application areas may require the possibility of accepting streamed input data (from sensors or other
sources of dynamic data) and streamed output data (visualization, monitoring, etc). Apache Spark
[APA15] is one of the most widely adopted programming framework also due to the availability of
libraries that are suitable for fog, as for example Spark Streaming. COMPSs is being extended to
support streams as data inputs and outputs. The previously referenced CLASS project software
architecture will integrate the Map/Reduce and the task-based programming models (implemented
with COMPSs) into a unified language to enhance portability.

3.3. Cloud Orchestration Platforms, Virtualization, Containers
In D2.1, section 3.3, we described the technology trends related to the orchestration of containers in

the cloud and fog area (Docker swarm, kubernetes, etc.), as well as the trends related to the cloud
management and cloud orchestration tools (OpenStack, Microsoft Azure, Slipstream, etc.). We put
special emphasis on containers and their orchestration as this is one of the technologies this project
relies on. In fact, at the end of IT-1 all the services running on mF2C are based on Docker containers.
This section briefly updates all this information. Although most of the trends and technologies
described in this previous deliverable are still valid, the confirmation of kubernetes as the leading
engine for containers orchestration has changed the overall picture. This was partly due to the use of
Docker and the popularity of this technology.

During the last year Kubernetes has established himself as the de facto container orchestration and
management engine, with companies like VMware (VMware Kubernetes Engine [VMW18]), Pivotal,
Openshift, Docker [DOC1], Microsoft (AKS) [MIC17] and Amazon (Amazon Elastic Container Service for
Kubernetes) [AMA17], among many others, including it in their offerings. Although Apache Mesos
(Marathon) and Docker Swarm are used by many companies, they are being relegated to a second
plane. Surveys [CNC1] like the ones from CNCF [CNC2], reflect this leading in the containers
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management world. In fact, according to reports like the one from sysdig.com [SIS2017], kubernetes
is the container orchestrator used by most of the people that work with Docker containers.

Finally, Kubernetes has recently become the first CNCF project to graduate [CNC2018], hence being
officially recognized as fully mature open source project.

3.4. Role of standards in technologies
Deliverable D2.1 introduced a number of the key standards organisations and initiatives potentially

relevant to mF2C. Subsequent developments of particularly relevant standards have centred on the
various ISO/IEC JTC1 sub-committees, the OpenFog Consortium, and its collaboration with IEEE.

ISO/IEC JTC1 SC38 Cloud Computing and Distributed Platforms

Although focusing on centralised cloud systems in the past, SC38 is now pursuing a broader work
programme with explicit references to Edge Computing in particular. Work Group three dedicated to
Cloud Computing Fundamentals has completed development of several relevant standards and is
working on a number of relevant technical reports.

Recently published standards include the following:

e |SO / IEC 19086-3:2017 - Service Level Agreement Framework - Part 3: Core conformance
requirements

e SO/ IEC 19941:2017 - Interoperability and Portability

e SO /IEC19944:2017 - Cloud services and devices: Data flow, Data categories and data use

The following standards and technical reports are in development:

ISO / IEC AWI TS 23167 - Common Technologies and Techniques

ISO / IEC PDTR 23186 - Framework of trust for processing multi-sourced data
ISO / IEC NP TR 23187 - Interacting with Cloud Service Partners (CSNs)

e |SO/IEC NP TR 23188 - Edge Computing Landscape

It should be noted that standards authored by ISO / IEC JTC1 SC38 are generally high-level and
descriptive in nature. Technical specifications of APIs are typically developed by Industry Groups.
Various insights and perspectives from mF2C are being fed into the discussions and national body
contributions via the Irish mirror committee to SC38.

ISO/IEC JTC1 WG1O0 Internet of Things
This working group has been disbanded and efforts transferred into the new SC41.

ISO/IEC JTC1 SC41 Internet of Things and Related Technologies
This sub-committee has recently been inaugurated and to date has published two documents of
relevance to mF2C:

e ISO/IECTR 22417:2017 - Internet of Things Use Cases
e |SO/IEC 30141:2018 - Reference Architecture

It is working on a suite of relevant standards including:

e ISO/IEC CD 20924 - Definition and Vocabulary
e ISO/IEC AWI 21823-1 Interoperability for Internet of Things - Part 1: Framework
e |ISO/IEC NP 30147 - Methodology for trustworthiness of loT system/service
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Agreement has also been reached between SC41 and SC38 for standards related to Edge computing
to be developed in cooperation with each other.

Alliance for Internet of Things Innovation (AlIOTI)

AIOTI working groups are focused on research and innovation, policy issues and proposed standards,
as well as horizontal, cross-disciplinary activities focused on hot topics in the field. They have published
12 reports covering loT policy and standards issues. The organisation has provided detailed
recommendations for future collaborations in the Internet of Things Focus Area of the 2016-2017
Horizon 2020 programme. Engineering is currently a member of this organisation and will continue to
provide updates to the project on direction and opportunities to influence.

OpenFog Consortium

The OpenFog Consortium is continuing its pursuit of providing a cross-industry perspective on Fog
computing. It has recently formally documented Security Approaches and Requirements, to which
mF2C has specifically responded. It has also updated its Glossary of Fog Computing Terms.

In August 2018, the OpenFog Consortium reached a milestone with their collaboration with the IEEE.
The IEEE published IEEE 1394, the IEEE standard for Adoption of OpenFog Reference Architecture for
Fog Computing. The new standard “is intended to address the need for an end-to-end, interoperable
solution that is positioned along the things-to-cloud continuum. The new standard supports multiple
industry verticals and application domains and is designed to enable services and applications to be
distributed closer to the data-producing sources and/or the information-consuming users”.

3.5. Technology trends in edge computing
In deliverable 2.1 [D21], we have reviewed the (at the time) existing trends in edge computing. We've

also introduced the reader to “What is Edge Computing” and provided a few promising reference
solutions within the area.

Edge computing continues to evolve by pushing computing power closer to loT sensors. This reduces
the latency created by sending data to the cloud, which by itself ends up increasing the loT data
processing efficiency. Besides the reduction of the reliance on networks, edge computing has been
growing stronger when it comes to address the loT data deluge, and these are some of the motivation
factors:

e Ability to aggregate (reduce) data at its source;
e Real-time decision making;

e Data anonymization and privacy protection;

e increased autonomy.

Building on top of the topics addressed in section 3.5 of D2.1, we’ll use this document to provide
updates and highlight new trends in edge computing that have arisen in the meantime.

3.5.1.Reference solutions

In D2.1, several reference solutions were presented and are still valid to this day. In this document,
we will extend those references by adding a few more examples of promising solutions in the market.

NuvlaBox Nano
The use of the NuvlaBox [NuvlaBox] in smart cities and other edge scenarios has already been
described in past deliverables. The novelty now being implemented by SixSq is an extension of this
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generic edge device, the NuvlaBox Nano, which is a single board computer equipped with Docker. This
new cloud-in-a-box form factor uses Docker instead of the traditional virtualisation layer and includes
the capability-based leader election functionality. This allows clusters of devices to self-form Docker
swarms over Wi-Fi. SixSq’s original SlipStream-based software ecosystem will be upgraded, adding
device management capabilities beyond Docker, like the discovery and bridging of loT sensors to
multi-container applications being deployed remotely by Nuvla, via the Docker Engine API. The
portability, modularity and homogeneity offered by Docker will allow SixSq to perform dynamic and
horizontal scalability at the edge, by merging cloud-based devices with Docker-powered single-board
computers, while keeping a homogeneous software stack, from the cloud to the edge.

Akraino Edge Stack

The Akraino Edge Stack [Akraino] is a Linux Foundation project which will develop a fully integrated
edge infrastructure solution, through an open source software stack that improves the state of edge
cloud infrastructure for carrier, provider, and IoT networks. Supported by multiple companies
(including the mF2C partner, INTEL), this open source software stack will make use of the work already
done by AT&T and INTEL to address critical infrastructure requirements. It will enable high
performance, reduce latency, improve availability, lower operational overhead, provide scalability,
address security needs, and improve fault management.

The Akraino Edge Stack community aimed for a first release of its code during the second quarter of
2018. More details can be found at Akraino’s Wiki page [AkrainoWiki].

3.5.2.Containers in the edge

The adoption of containers at the edge is not new and as referred in the previous version of this report,
it is already being explored by several mF2C partners. Within the project itself, containers have been
chosen as the backbone for the deployment of the mF2C agents and also for the execution of services
in the fog, for IT-1.

As mF2C now moves towards the second phase of the project, IT-2, the use of containers seems even
more natural, as these have been gradually a subject of discussion within the container-based
communities, when it comes to their usability and usefulness at the edge. During 2018, the most
prestigious container industry conference, DockerCon, has been requesting and strongly addressing
the topic of the use of containers at the edge. During the DockerCon San Francisco 2018, back in June,
several edge use cases where presented, where Docker was being used to package software for
distribution at the edge, easing the management of applications and reducing the gap between cloud
and edge.

More on this topic can be found online at Docker’s new solution for edge, Docker Edge [DockerEdge].

3.5.3.Edge and loT

As generally predicted back in 2016 by a study from IDC [IDCFS], loT platforms are still on the rise, as
recently supported by Gartner’s 2018 Hype Curve [GHC18], where it is predicted that loT will reach its
plateau of productivity within the next 5 to 10 years.

As loT grows, so does edge (and consequently fog) computing. With fog computing, instead of having
dedicated devices at the edge which are tightly coupled with the 10T sensors, the idea now is to make
use of any capable generic devices (like the NuvlaBox [NuvlaBox]), including loT gateways and even
sensors, to offload the intelligence down to the local area network level of network architecture.
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Other trends in this field include the use of the extended sensor capabilities in 10T to bypass the edge
by having the sensors themselves communicating directly with the cloud when necessary.

3.6. Key Takeaways
We summarize the key areas of focus in technology trends significant for the project:

e A number of Cloud Management tools (i.e., Mesos, Cloudability) provide solutions for
resource management and scheduling out of the box

e |0OT Management solutions (i.e., SensorThings, ThingSpeak, and ThingsBoard.io) interconnect
sensing devices, data, and applications over the Web, therefore addressing interoperability

e A new research area combining edge computing and HPC appears to be emerging. While
several proposals and proof-of-concept evaluations, there appears to be not many
implemented solutions.

e There appears to be a need for a programming framework allowing users program
applications for heterogeneous devices, due to issues related to the fog-to-cloud paradigm.
These include real time processing, latency and transparent management of a decentralized,
heterogeneous and dynamic set of resources

e The OpenFog Consortium reached a milestone with the IEEE publishing their standard
IEEE1394, the Adoption of the OpenFog Reference Architecture for Fog.

o Kubernetes still remains the leading engine for container orchestration. This is due to the
popularity of Docker and supporting tools, i.e., VMware Kubernetes Engine, Pivotal,
Openshift, Docker, Microsoft (AKS) and Amazon’s AECSKT

e A number of new reference architectures have appeared on the market that deliver edge
computing solutions, including both open source and proprietary products and services. These
include Nuvla Box Nano and Akraino Edge Stack

e Several edge use cases were demonstrated at DockerCon San Francisco 2018, where Docker
was used to package software for distribution at the edge, easing the management of
applications and reducing the gap between cloud and edge.
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4. Business trends
This section covers the latest business trends related to the topics covered by mF2C, identifying
potential market gaps as well as expectations and needs. The content presented here will be later
used to update the business goals of the project that the mF2C architecture must fulfil. On the other
hand, the analysis of latest business trends will be used to identify the possible ways for developing
the business models for the project.

4.1. Cloud, fog and edge computing
According to Research and Markets [RES1], the global cloud market is expected to reach $1.250 billion
by 2025, growing at a CAGR of 27.5%. This is a significant growth in a well-established market.

l U.S. bare metal cloud market, by end use, 2014 - 2025 (USD Million)

sagg 3574 . . l
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B Healthcare B Manufacturing ™ Telecom & IT Others

Figure 1 US Cloud market forecast 2014-2025 [GVR1]

The figure above [GVR1] shows the evolution of cloud in traditional market segments defeating the
reluctance to its further adoption. At the same time, its adoption has had a significant growth in
sectors like Manufacturing, traditionally more related to operational technologies rather than
information technologies, what is also supporting the fog market growth. The emergence of big data
and the increased need for data analytics, storage, decentralization and easy-to-install features are
the key drivers that are fostering the cloud adoption in these monolithic sectors, while data loss and
the unstoppable need for high computational power is pushing companies to the cloud [HTF1].
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GLOBAL CLOUD STORAGE MARKET 2017-2025
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Figure 2 Global Cloud storage market 2017-2025 [INK1]

According to an Inkwood Research study [INK1] (see Figure 2), 90% of the existent businesses is
adopting cloud-based solutions independently of their application domain. The same study shows that
while large enterprises have been doing it in the last years, SMEs are expected to significantly do it in
the coming ones. This is driving cloud to a new completely fragmented market, creating new niches

for a wide range of solutions (see Figure 3).
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Figure 3 Emerging Market Frameworks and Definitions [WBR1]
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This is reinforced by the analysis performed by Gartner [GR1] which considers that, although laaS
market is experiencing the fastest growth, SaaS market remains as the largest segment. However, as
said before, the need of data analytics is making the database platform as a service (dbPaaS), as the
fastest growing segment, being expected to reach $10 billion by 2021.

However, in this continuously growing market, ‘cloud’ will disappear [INFR1]. This doesn’t mean that
cloud solutions will disappear, it means in fact that cloud will be of so commonly use by 2025 that the
term will be substituted by specific offering terms.

On the other side of the chain, global edge computing market is also experiencing a significant growth,
as shown in Figure 4, and it is expected to reach $3.24 billion by 2025 at a CAGR of 41% [GVR2]. As it
happens within the cloud market, the increased usage of loT devices is pushing for the adoption of
new and advanced technologies that can deal with the big amount of vast data generated every day
avoiding delays in its processing. And again, as it is happening within the cloud market, edge analytics
market is the segment experimenting the most significant growth at a CAGR of 22.2% reaching $13.44
billion by 2025 according to Research and Markets [RMR1].
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Figure 4 Edge computing market size forecast in the US from 2017 to 2025, by segment (in million $) [STA1]

However, some key aspects, such as the existent jungle of standards and the new GDPR [EUG1]
recently adopted, are limiting the market growth. At the same time, while edge analytics reduces the
latency of cloud analytics, there is still a gap in computation power to leverage the potential of loT.
Fog appears as the driver for solving these problems as reflected in its exponential growth (61.3%
CAGR, $617.3 million by 2025) [GVR3], as shown in Figure 5. The support of resource heterogeneity,
machine-to-machine communication, reduction of operational costs and possibility of distributed data
analytics are the key pillars of the fog computing growth. However, as it happened with the edge
computing, the lack of standards is limiting its possibilities and creating a need for homogenized and
interoperable developments.
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Figure 5 Size of Fog computing market opportunity by vertical market, 2019 and 2022 [451R1]

In order to increment the benefits of cloud, fog or edge, new technologies are arising, such as artificial
intelligence (Al). According to Forrester [FORR1], which defines artificial intelligence as ‘Cognitive
computing’, the big data phenomenon is pushing for new technologies based on Al not only to
maximise the types of data that can be analysed, but also to get improved results to remove silos of
knowledge giving access to business insights that drive action. Markets and Markets [MMR1] sizes this
blooming market in $190.61 billion by 2025, being the manufacturing industry the biggest niche. Thus,
Al is expected to be the next boom in the technology market opening the door to a new era of Al-
based applications.
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Figure 6 Artificial Intelligence — Direct & Enabled Revenue, 2014-2025 (USD Million) [GVR4]
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However, although the expected forecasts for the Al market, see Figure 6, there are still some
challenges for this market to be sorted out, mainly related to security and reliability, and more
specifically to deep learning, as it is considered a bottleneck for the market growth. This is expected
to be bypassed by the increased prominence of GPU-based applications that will increase the storage
capacity, computation power and parallelization of deep learning technologies. Taking this into
account, the global deep learning market is expected to reach $10.2 billion by 2025, at a CAGR of
52.1% [GVR5]. This growth will directly influence the Software-as-a-Service market (SaaS), as most of
the applications will be powered by machine and deep learning to enhance the current data analytics
offerings, as well as the Mobile Cloud market, with a new set of innovative and improved customer
experience applications based on deep learning capabilities. Other markets such as cybersecurity,
fraud detection, or data analytics are also expected to benefit from deep learning mainly by the
increased usage of data mining. At the same time, the global chip market is experiencing a significant
growth at a CAGR of 39.9% [ALR1] mainly due to the emergence of quantum computing and the usage
of deep learning chips in robotics.

All markets analysed in this section present a high interdependency mainly based on the rise of
Internet of Things and Big Data needs, as depicted in the following subsections.

4.2. Internet of Things
Internet of Things (loT) is the base technology of digital business, essentially a network of dedicated

physical objects (things) outfitted with data-collecting technologies and capable of communicating
and interacting with their internal states or the external environment. The data generated has a wide
range of uses but is commonly seen as a way to determine the health and status of things, from which
a company can learn behaviour and usage, react with preventive action or augment or transform
business processes. Most companies use the loT to shift from corrective/reactive activities and
maintenance plans to a system that reflects the real-time status of components.

Initially, the IoT was seen as a technology with the potential to solve all the IT and business problems
the organizations faced. But without a concrete use case and a thought-through architecture and
implementation, the l1oT was essentially a solution looking for a problem [Gartner:2017]. 2015 was a
year of education for IoT, in which evangelisation was performed to the enterprise sector, so it
understood what the technology could offer to their organization. According to Verizon
[Verizon:2017], 2016 was the year loT gained significant momentum in the enterprise. In 2017, the
companies started the implementation of proof-of-concepts and exploratory projects [[OTSWC:2017].
In 2018, IoT has entered into the next stage of business, bringing value instead of merely
demonstrating its potential, and the actual integration of 10T in the companies has been performed,
instead of only pilot projects [i-scoop:2018].

Marc Hung, Gartner Research vice president, reminds in a public document [Gartner:2017] that loT
will not always rely on the cloud, but also on the edge. For instance, when a fitness wristband is
connected, most of the data treatment lies in the smartphone app, although some operations can be
performed in the cloud so that the user can share fitness metrics results with friends or a healthcare
provider. Considering mF2C project, novel technologies as Fog devices and Cloud management layers
are cornerstone of automatic applications, and they are of great interest for this project since they
provide a mandatory combination of programmable connectivity, rapid service provisioning and
service chaining.

Apart from the growing evolution towards edge and fog computing, the loT technological trends in
2018-2019 will mainly be blockchain, Artificial Intelligence and LPWAN. Finally, the increase of
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connected devices will put pressure on the services they offer to comply with strict bandwidth, delay,
jitter, packet loss, redundancy, quality of service and reliability requirements. Similar requirements
will be expected from the business applications. The benefits provided by loT may then be translated
to interesting business opportunities for utilities and manufacturers in order to reduce OPEX via CAPEX
investments.

By 2020, more than 65% of companies will adopt loT products, in contrast to the approximately 30%
that have already done so. In 2010, Ericsson and Cisco announced predictions of 50 billion connected
devices by 2020. The figure has dramatically been reduced since then and by 2020, Gartner now
estimates that there will be four times more internet-connected things than humans, modifying the
service sector dynamics for marketing, sales and customer service [Gartner:2017]. The estimation for
the number of connected devices by 2020 ranges from 20 to 30.7 billion, depending on the source
([loT_ecosystem:2015] [Gartner:2017], [Forbes:2018], [Ericsson:2015], [IHS market:2018],
[Stringify:2018]). The following image, Figure 7, illustrates the number of loT projects identified by
segment and location, based on 1600 public projects. Most of them are located in the US, smart city
being the leading segment, followed by Connected Industry and Connected Buildings. Connected
buildings has experienced the largest segment increase since 2016. In that same year, the leading
sector was Connected Industry. Although the US leads in deploying loT in operations at full scale (44%),
followed by the UK (41%) and Germany (31%) [CAPGEMINI:2018], the increase in smart city projects
is led by Europe (164 projects), through cities such as Singapore and Barcelona. [loT analytics:2018].
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Figure 7 Global, publicly announced loT projects [IoT analytics:2018]

It is worth noting that a survey was performed across executives of big companies and the result was
that the absence of industry-wide loT standards, together with security, interoperability and cost
considerations, represented over 50% of their concerns about loT [Verizon:2017]. This topic will be
looked into in section 4.5.

The market estimates differ greatly depending on the source for instance the value loT is expected to
reach by 2024 is close to 6.5 trillion US dollars, compared to 1.2 in 2017, according to Energis Market
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research [Energias:2018]. In that same year, M2M devices and services are predicted to be worth $2.5
trillion. More conservative values state that the $1 trillion IoT spending mark will not be surpassed
until 2020 [i-scoop:2018], while Visiongain assesses that the loT market will generate revenues of
$1,352 billion in 2018. As for the investment, according to IDC [i-scoop:2018], total spending on loT in
2018 will reach $772.5 billion, with an expected $13 trillion return on investment (ROI) by 2025 [loT
ecosystem:2015]. McKinsey predicts the loT market will be worth $581B for ICT alone by 2020,
growing at a Compound Annual Growth Rate (CAGR) between 7 and 15%, and the Industrial Internet
of Things (lloT) market to reach $123B in 2021, attaining a CAGR of 7.3% through 2020. On the long
term, Accenture forecasts IloT can add as much as $14.2T to the global economy by 2030 [i-
scoop:2018].

The number of 10T related patents has also exploded in the past few years, a significant turning point
being 2012, although they are spread over several players and the bulk of the patents is not owned by
a single company or a small group of companies. Samsung for instance, owns more than 4500 patents,
Qualcomm more than 2800, LG and Huawei both over 2000, with several companies from diverse
sectors like consumer electronics, telecom and software owning over 1000 patents (Sony, Ericsson,
Nokia, Siemens, NEC, INTEL...).

Most patents concern EU and China, Europe being far behind, although most big players (except Sony)
use the PCT (Patent Cooperation Treaty) route. Qualcomm for instance is the leader in PCT filings,
which denotes its intention to license its technologies worldwide.

The network layer is where most of the current patents lie, the number of patents filed in this sector
has been the highest of all sectors each year over the past ten years. This leaves big opportunities in
the other areas of the IoT ecosystem, nevertheless every loT-related technology except processors
have shown a clear increase from 2011. The following figure [Relecura:2017], Figure 7, represents the
players and the number of patents they own, on a sectorial map.
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Figure 8 Sectorial map of loT patents [Relecura:2017]
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4.3. Bigdataand loT
New technologies that allow to revolutionize, speed up and optimize production processes are
coming. From steam we are moving to the digital and therefore we are entering the 4th industrial
revolution. And coal that fed steam boilers today is called data. Data that in huge quantities are
generated, arrive, transit and come out in all the modern companies. Data floods given the increasing
quantity that is daily produced and exchanged, and data of a structured and unstructured types must
therefore be carefully managed to gain possible advantages in terms of business. And, above all, data
come from "things" that spreads on the enterprise systems, on the environment that surrounds us
and also, thanks to wearables, on the people.
The evaluation of loT applications in the environments where these systems will be deployed (e.g.
cities, offices, shopping centres, hospitals, industries, etc.) shows a broader view of potential benefits
and challenges, highlighting how various loT systems can maximize value, in particular where they
interact [McKinsey2015]. Interoperability between loT systems is critically important: when loT
systems communicate each other their value is multiplied, so interoperability is an important enabler
for maximizing benefits. But interoperability in the 10T field is a big challenge.
A solution for the loT interoperability could be to have a single, unified communication and software
framework but due to the diversity and “run fast” nature of the IoT this is not an option. Diversity in
the loT is an aspect that must be accepted and managed. Three are the key elements of loT
interoperability. The first key element is multimode radios to allow diverse loT devices to talk to each
other, e.g. Home hubs such as routers and gateways supporting Wi-Fi, Bluetooth and 802.15.4
technologies can also support interoperability by acting as bridges across multiple ecosystems. The
second key element for the interoperability of IoT is software flexibility that enables support for
connectivity frameworks, cloud services and multiple protocols. Of course, memory and processing
power are critical considerations to enable software flexibility in loT devices. The third key element is
the need for hardware-based security and strong security at each node [Qualcomm?2017].
The current use of 10T data is mainly to address anomaly detection, real-time control, smart metering
and asset tracking so additional value remains to be captured, by using more data, as well as deploying
more sophisticated applications such as using performance data for predictive maintenance to predict
and prevent breakdowns, or to analyse workflows to optimize operating efficiency [Forrester2016].
But a lot of loT data are also coming from innovative loT projects in the smart cities, logistics and
agriculture sectors that focus on human-centred and outcome-based approach [Deloitte2018]. loT can
be a key source of big data to be analysed to capture value [Forrester2016].

Global loT Market Share by Sub-Sector
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Figure 9 Market pulse report loT, 2017 [GRWTH17]
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Business-to-Business (B2B) applications can create more value than pure consumer applications.
While consumer applications such as fitness and e-Health monitors, home automation, intelligent
speakers and self-driving cars attract the most attention and have tremendous potential for creating
significant value, there is even greater potential value from loT use in B2B applications. B2B market is
expected to generate nearly 70 percent of potential value enabled by loT [McKinsey2015].

loT Value chain integration for organizations in B2B industries enables also direct interaction with end
consumers, by extending cooperation to a business-to-business-to-consumer (B2B2C) model (see
Figure 10). loT devices embedded within or integrated with physical products enable organizations to
extend their value chain beyond direct buyers or suppliers in the chain [EY2018].
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Figure 10 Source: recap-project.eu [RECAP]

Industry 4.0 is the digitization of the manufacturing sector, with embedded sensors in virtually all
product components and manufacturing equipment, ubiquitous cyber physical systems and analysis
of all relevant data [McKinsey2015bis]. The industry is evolving around loT technology and loT will
change the bases of competition and drive new business models for user and supplier companies. The
Internet of Things will enable—and in some cases force—new business models. For example, with the
ability to monitor machines that are in use at customer sites, makers of industrial equipment can shift
from selling capital goods to selling their products as services. This “as-a-service” approach can give
the supplier a more intimate tie with customers that competitors would find difficult to disrupt
[McKinsey2015].

To realize the full potential from loT applications, technology will need to continue to evolve, providing
more sophisticated and robust data analytics. In particular services and loT analytics and applications
are expected to capture 60% of the growth from IoT in the next 5 years [BCG2017]. As an example of
the support of the latest end-to-end technology to this trend there are several public cloud services
like AWS IoT Analytics and Google Insight that allows you to run sophisticated analytics on a large
guantity of loT data.

In almost all deployed or foreseen settings, l0T systems raise questions about data security and
privacy, solution providers and enterprises need to work together to protect break points, as well as
enables rapid detection and mitigation of security breaches [Deloitte2016].

Most organizations, taking advantage of the loT opportunities, will require leaders to fully adopt data-
driven decision making [McKinsey2015]. This point is rising among directors that see the Big Data
framework, as an investment priority for the coming years [PoliMI2016]. A data-driven decision-
making path from Descriptive Analytics, what’s happened, to Predictive Analytics, what will happen,
to Prescriptive Analytics, what can be done, and to Automated Analytics, with automatic actions
without human control when fast response is mandatory, e.g. in finance or health scopes is here to
stay [Gartner2016].
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A scalable infrastructure able to process large amount of data in real time is also needed. The analysis
phase requires an evaluation of complex architectures that combine capabilities of real time and batch
processing. The loT will speed up this evolution path because IoT produces huge quantities of a type
of asset that can be sold or exchanged: the data, coal but also diamond of the 4th industrial revolution.
The ability to identify facts, hidden relations in the data available to organizations, not only allows to
optimize processes and increase competitiveness, but also can open new opportunities for value
creation.

Data monetization, in a data-based economy, can generate new revenues through the sale or
exchange of data in the possession of the organization and the exploitation of these data can be a
driver for the generation of new products and services. Many companies are launching data-focused
businesses, but data monetization is still in its early days. Getting data monetization right requires
significant effort, but it’s becoming critical for staying ahead of traditional competitors and new
disruptors [McKinsey2017].
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Mckinsey&Company
Figure 11 McKinsey, Fuelling growth through data monetization, December 2017 [Gartner2017]
The evolution of the data monetization, see Figure 11, phenomena can be slower than expected due
to several factors like the lack of professional expertise, e.g. one of the possible limits can be a lack of

data science specialists that will inhibit 75% of organizations from achieving the full potential of 10T in
the Big Data environment until 2020 [Gartner2017].

D2.2 Tracking Scientific, Technology and Business Trends (Version 2) Page 36



mF2C - Towards an Open, Secure, Decentralized and Coordinated Fog-to-Cloud Management Ecosystem

4.4. Security Trends
The big message in the IT industry in 2017 was ransomware. Ransomware is still widespread in 2018
- in fact, some industry insiders say there is more of it this year.
Dashboards would enable monitoring of remote systems and suspected attacks and would provide
controls to enable an incident handler to react, including, perhaps, getting an edge device to wipe its
own memory (in case it contains sensitive information), or at least quarantining it.
The principal threats highlighted by the industry, other than ransomware, include crypto jacking,
container security, mobile devices and loT devices. Another threat theme flagged by a few companies
is, perhaps surprisingly, open source software. The “threat” seems to be that commercial applications
may have included open source software (e.g. libraries), either inadvertently or to speed up
development, or through a supply chain. At the simplest level, the software has then been
“contaminated” by the licence (such as GPL), but they are also looking for bugs and vulnerabilities
(through an agile “security devops” approach), and providing additional security management through
containerisation.
Less mature, but of broad interest across the industry is using machine learning and Al to assist and
automate reactions to security incidents. Keywords in Al are to ensure the right amount of data is
available: as the domain is sufficiently narrow, Al is expected to do reasonably well, aiding and advising
an incident handler (“augmented intelligence”), and, as is increasingly expected from Al, explaining
the reasons for choices.
With reference to loT and F2C security, the focus is currently on using blockchain for building
distributed trust, enforcing access control and privacy. Blockchain is a specialised, decentralised data
storage technology, perhaps better known as the platform that powers cryptocurrencies such as
bitcoins. As the technology matures, it has outgrown its original purpose and found many different
applications in loT security such as self-sovereign identity, e.g. uPort [uPort:2018], trusted M2M
marketplace for sensor data streams, e.g. StreamR [Streamr:2018], IOTA [IOTA:2018] and security
protocol and infrastructure for loT device interactions. E.g. Atonomi [ATML:2018], etc.
Blockchain’s popularity is rooted in its ability to enhance trust among participants across a peer
network. The F2C environment is inherently untrustworthy as unlike an enterprise system, it has no
boundary; an F2C system is built on autonomous nodes that opted to work together but these nodes
may not trust each other [Cisc0:2018]. Thus blockchain is viewed as the panacea for instilling trust in
F2C systems. Indeed, the OpenFog Consortium is committed to develop a composable blockchain
architecture to secure the fog environment [Irwan:2018].
Blockchain enhances trust through two main mechanisms:

e |ts use of consensus algorithms to ensure that the participants agree on the state of the stored
data; thereby assuring the trustworthiness of the transactions. The consensus, in turn
provides a yardstick by which participants can self-police each other’s behaviours, and

e |ts immutable fabric. Every blockchain transaction is built on every previous transactions.
Tampering with the stored transactions will break the consistency of the transaction chain and
the current consensus.

Blockchain also offers other useful features [Gupta:2017] for enhancing security and privacy in F2C
systems such as:

e Redundancy and availability: The chain data are replicated selectively across the network
nodes in near real time, thereby avoiding single points of failure
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¢ Self-healing: the nodes run automated, self-audit process regularly to synchronise their data.
In an environment of volatile network connection, this feature allows a node to self-heal and
achieve consistency

e Secure, private and indelible: access control (for permissioned blockchain) and cryptography
prevent unauthorised access to help maintain privacy of the transactions. Details of the
transactions and the identities of the participants can be masked for added protection.
Blockchain transactions are indelible, changes to a transaction must be corrected using a new
counter transaction. As transactions cannot be deleted, this contravenes the GDPR “Right to
be forgotten” principle. The best practice is to store encrypted private data off-chain and the
transaction stores as evidence a cryptographic hash of the data

e Transparent and auditable: transactions are time-stamped and replicated in near real time.
Participants in a transaction have access to the same information and can validate the
transactions independently. The indelible and immutable features enable audit trails and
facilitate compliance to the GDPR principles of accountability and security (confidentiality and
integrity)

* Process orchestration: most blockchain platforms supports embedding code to automate
business rules and smart contracts. For example, [Zhang:2018] prototyped a decentralised
access control framework for loT using smart contract

e Sustainable: a blockchain network is decentralised; it is not owned or controlled by a single
organisation. Nodes can join and leave but its continuous existence does not depend on any
individual entity. This model fits in with the autonomous nature of the fog.

4.5. Digital Business
Digital transformation is supporting the appearance of new digital businesses for commercializing
non-tangible services. In such a competitive business arena, organizational change is inevitable and
every day more and more companies from traditional sectors are embracing cloud services as a first
step for a full digital transformation. Virtual enterprises are less now sci-fi and more a blooming trend
worldwide, where everything is connected through Internet, fostering the rise of new businesses.
A good example of this transformation is the rising of novel businesses based on the principle of
sharing economy for tangible goods and services. These fair revenue schemes now appear to be based
on the share of digital resources in i.e. cloud or loT platform federations.
On the other hand, opposite to what it is commonly understood, the rise of innovative and trustable
open source software solutions is fostering a wider adoption of cloud-based solutions, as enterprises
can find high quality offerings at lower prices. Open source communities’ products such as Docker,
OpenStack or MySQL are paving the road for digital transformation across businesses.
Thus, it is expected the raise of new business that can maintain and leverage the European
competitiveness worldwide.
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Digital Business Lenses
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Figure 12 Digital Business Lenses for Digital Business Opportunity [GAR5]

Gartner considers digital business from two different perspectives: people and business interactions,
and things and business interactions, in order to determine the best path for each service vendor, see
Figure 12.

Based on the trends already identified along this chapter, mF2C will develop a set of business models
based on digital business to business (B2B) interactions for its different stakeholders, adapted to their
expectations and needs after the appropriate lens, as suggested by Gartner, as well as some value
proposition models for fostering the adoption of mF2C, based on the added value that such a solution
can bring to the final customers (business-to-customer (B2C) interactions), reinforced with the
information extracted from the project use cases.

4.6. Key Takeaways
We summarize the key areas of focus in business trends significant for the project:

e Sectors like Manufacturing, big data, data analytics, and storage are still being seen as the
main drivers of cloud adoption driving a global cloud market to reach an expected $1.25 billion

e SaaS market remains the largest segment, with laaS experiencing fastest growth. Data
analytics is driving the database platform as a service (dbPaaS) expected to reach $10 billion
by 2021.

e Global deep learning market expected to reach $10.2 billion by 2025, influencing SaaS market
- most apps will be powered by machine and deep learning enhancing the current data
analytics offerings

e Reports are showing loT is only starting to gain momentum in the enterprise in the last 2 years,
the focus being unclear before on how it would solve IT and business problems

e The growing evolution towards edge and fog computing, the loT technological trends in 2018-
2019 will mainly be blockchain, Artificial Intelligence and LPWAN

e By 2020, more than 65% of companies will adopt IoT products, in contrast to the
approximately 30% that have already done so, connected devices by 2020 ranges from 20 to
30.7 billion
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e absence of industry-wide loT standards, together with security, interoperability and cost
considerations, represented over 50% of their concerns about loT

o market estimates differ greatly depending on the source for instance the value loT is expected
to reach by 2024 is close to US$6.5 trillion

e Total spending on 10T in 2018 will reach $772.5 billion, with an expected $13 trillion return on
investment (ROI) by 2025

e |oT related patents increased: Samsung 4500 patents, Qualcomm 2800, LG and Huawei both
over 2000, with several companies from diverse sectors like consumer electronics, telecom
and software owning over 1000 patents (Sony, Ericsson, Nokia, Siemens, NEC, INTEL...).

e security trends in the IT and loT security industry now focus more on integrated “solutions”
including dashboards for security monitoring and SIEM (Security Incident Event
Management).

e Blockchain outgrown its original purpose and found many different applications in loT security
such as self-sovereign identity. Focus is currently on using blockchain for building distributed
trust, enforcing access control and privacy

e Therise of innovative and trusted open source software solutions is fostering a wider adoption
of cloud-based solutions, as enterprises can find high quality offerings at lower prices, eg,
docker, OpenStack or MySQL
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5. Conclusions
In summary, all the technology trends described in D2.1 are still valid and progressing with the
evolution of 10T, Edge and Fog computing. The mF2C project is already profiting from some of these
trends, eg, some of the existing implementations already show great potential. The adoption of Docker
during IT-1 is one such example of how mF2C is trying to be at the frontline of the most promising
technologies for edge computing, and how these are being applied, seamlessly and throughout all
computing layers from the cloud to the fog. Some work is still required though, as the project moves
into IT-2, mostly on how to ensure a secure management and execution of services within mF2C and
how to address the bridge to 10T sensors (source of data). This is where mF2C is hoping to learn and
further develop the existing scenarios provided by reference solutions like the NuvlaBox Nano and the
Akraino Edge Stack.
The scientific trends reviewed in chapter 2 show Cloud and Fog computing as being conceptually
similar, but the challenges faced designing resource management solutions for fog computing systems
continue to be heterogeneity, dynamicity, geo-distribution, and multiple owners of the devices taking
part in that fog system. Partial solutions are appearing that attempt to address these problems, eg,
the labelling system within Fogernetes, decentralized algorithms to offload decisions and tasks, or
game theory approaches in MSCOG. The project needs to ensure that it incorporates these solutions
within its modules but remain aware that it was shown that some of these systems encounter
difficulties when scaling and are possibly not ideal for activities expected in a fog context. Solutions
for offloading application parts of compute to local resources remains a key research area and a key
functionality offered by the mF2C framework, so application fragmentation solutions should be
investigated further (eg, CloneCloud, Cuckoo, ThinkAir, MobileFog). As security remains a key
architectural component, the alternative solutions of Machine Learning and Al to identify anomalies
(eg, DDoS and request/response poisoning attacks) should continue to remain a priority due to the
trend that software is struggling to keep up with the scale of attacks so these ML/AI techniques
provide promising detection of 0-day exploits. Al algorithms can benefit from the inherent parallelism
in the proposed mF2C architecture, allowing the distributed implementation of ML algorithms, and
then improving the performance when computing data.
The technology trends reviewed in chapter 3 included both Cloud and IoT Management tools which
provide solutions for resource management and service scheduling, and for interconnecting sensing
devices, data, and applications over the Web to address interoperability. There appear to be an
opportunity to extend the state of the art lies in the merging of high performance computing at the
edge, given the lack of many solutions in this field so the project will continue to monitor this area.
The second key area identified here is the lack of any programming framework to allow developers
create software for heterogeneous devices, due to issues related to the fog-to-cloud paradigm. So the
mF2C framework will solve real word problems if they can provide solutions for real time processing,
latency and transparent management of a decentralized, heterogeneous and dynamic set of
resources. Containers is appearing to be the key technology for service placement at the edge due to
the lack of virtualization support on compute restricted devices. Therefore, the project should remain
focused on container technologies and supporting tools. Finally, new reference architectures that
deliver edge computing solutions have appeared on the market which the project should continue to
monitor.
Finally, the business trends reviewed in chapter 4 evaluated research from different business analysts
groups to help feed the business value that the mF2C framework could generate. These include
reports showing adoption of loT products is rising with estimates of connected devices in the range
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20-30billion by 2020. These reports identify Blockchain, Al and LPWAN as key to achieving this which
were documented earlier in the report. Regarding Blockchain, we’re starting to see different
applications of the technology beyond its original purpose in the fields of loT security, self-sovereign
identity, distributed trust, enforcing access control and privacy. So the project should look to include
this technology in these areas. Unfortunately, these include differing market estimates depending on
the source suggesting the value loT reaching anywhere up to USS$6.5 trillion by 2024. This large number
assumes a total spending on loT in 2018 reaching $772.5 billion, with an expected $13 trillion return
on investment (ROI) by 2025. These numbers will help feed our value proposition statement captured
in the annual report on exploitation due at the end of year 2. Finally, there is opportunity for the
project to contribute to standards due to an absence of loT standards, including security,
interoperability and cost considerations, which represent greater than 50% of concerns regarding loT
coming from industry sources.

With this deliverable, the project extends its understanding of the current scientific, technical and
business trends in Fog, Edge and Cloud computing. This will feed the design of the 2™ version of the
project architecture due M25. Awareness of these trends helps focus the project on the problem areas
requiring new solutions and steer it away from problem areas that solutions already exist. We will
continue to avail of existing codebases to accelerate the prototyping of the Platform Manager and
Agent Controller. Based on the identified trends in this report, the project will develop business
models for its potential stakeholders. This will also include value proposition models for the adoption
of mF2C, based on the value the framework could bring to end users.
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