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SecureGasnumbers and consortium

ProjectTitle: Securing the European Gas Network

Starting date 1 June2019

EndingDate 30 November2021

Budget info
9.194.410,60 ϵ 

(funding aroundтaϵύ

Partners 21 partners



Security level: RINA/CL/SENSITIVE

Securingthe EuropeanGas NetworkSU-INFRA01-2018| Grant Agreement No. 833017

SecureGasFocus: EU Gas Network

SecureGasfocuses on key elements 
(e.g. installations, pipelines) of the 
+140.000 Km of the European Gas 
network from Production to 
Transmission up to Distribution

ΧΦ Lƴ о ǎǇŜŎƛŦƛŎ ǘŀǊƎŜǘŜŘ ŀǊŜŀǎΥ
1) Greece 
2) Lithuania 
3) Italy
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SecureGas project

Á OVERALL OBJETIVE: To increase the SECURITY& 
RESILIENCEof the EU Gas Critical Infrastructure 
(e.g. network and installations), by taking into 
account both physical and cyber threats, as well 
as and their combination

Á APPROACH: Resilience-basedapproach to 
tackle cyber-physical risks and threats to the 
Gas network and installations

NATURAL EVENTS CYBER ATTACKSMAN-MADE ACCIDENTS
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Cyber Threats

Á The number of incidents reported in the O&G 
sector is less if compared to physical incidents. 
Main ones :
Á Cyber attacks on OT network of SCADA 

systems
Á Ransomware attacks

Á The impact (financial damage) is high
Á Global figures estimate that cybersecurity 

breaches in oil and gas and power cost 
operators $1,87 billion up to 2018

https://www.uscert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf

Á Energy systems and suppliersare target of 
ransomware and cyberattacks

https://www.uscert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf


Security level: RINA/CL/SENSITIVE

Securingthe EuropeanGas NetworkSU-INFRA01-2018| Grant Agreement No. 833017

Reference Scenarios: Cyber
Cyber-Attack to the control 
networks of energy grid 
triggered by a gas grid operator

Source: 
https://www.bsi.bund.de/SharedDocs/Downloads/
EN/BSI/Publications/Securitysituation/IT-Security-
Situation-in-Germany-
2014.pdf?__blob=publicationFile&v=3

Cyberattack on gas pipeline data 
network

Source: https://www.thelocal.it/20171212/italy-state-
of-emergency-austria-explosion-gas

Ransomware Impacting Pipeline 
Operations

Source: https://us-cert.cisa.gov/ncas/alerts/aa20-049a

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Securitysituation/IT-Security-Situation-in-Germany-2014.pdf?__blob=publicationFile&v=3
Italy’s Gas supply limited by explosion at gas plant in Austria 2017
Italy’s Gas supply limited by explosion at gas plant in Austria 2017
https://us-cert.cisa.gov/ncas/alerts/aa20-049a
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Reference Scenarios: Cyber
Cyber-Attack to Colonial Pipeline

Hackers Breached Colonial Pipeline Using Compromised 
Password - The hack took down the largest fuel pipeline in 
the U.S. and led to shortages across the East Coast.

It was the result of a single compromised password

Hackers gained entry into the networks of Colonial Pipeline 
Co. on April 29 through a virtual private network account

May 7thȟ ÁÎ ÅÍÐÌÏÙÅÅ ÉÎ #ÏÌÏÎÉÁÌȭÓ ÃÏÎÔÒÏÌ ÒÏÏÍ saw a 
ransom noteȣȢ 

May 7th Colonial shuts down the pipeline

Colonial began resuming service on May 12th

No breach the more critical operational technology systems

Source: https://www.bloomberg.com/news/articles/2021-06-04/hackers-
breached-colonial-pipeline-using-compromised-password

It was the first time Colonial had shut down the entirety of 
its gasoline pipeline system in its 57-year history

Colonial paid the hackers a $4.4 million ransom

https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
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Solutions

https://youtu.be/vFa5qFTMzWI

https://youtu.be/vFa5qFTMzWI
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Validated in 3 Business Cases


