- - WTEE VTN ..

A ] BT
i NI D 2 e

sy A - | ) .l{ " 3 N
v & - 3 .

SecureGas

Securing the European Gas Network

e SecureGasproject has received funding from the European
; 51 E T Hoiizéh 2020 Researchand Innovation Programme
W underGrantAgreementNo 833017
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SecureGadocus: EU Gas Network == §

MAIN GAS TRANSPORT INFRASTRUCTURE IN EUROPE™
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(*) Source: GIE (Gas Infrastructure Europe) - www.gie.eu.
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SecureGafocuses on key elements
(e.g. installations, pipelines) of the
+140.000 Km ahe European Gas
network from Production to
Transmission up to Distribution
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1) Greece
2) Lithuania

3) ltaly
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SecureGas project

A OVERALL OBJETIV&increase th€ECURITY
RESILIEN@Ethe EU Gas Critical Infrastructul
(e.g. network and installations), by taking into
account both physical and cyber threats, as v
as and their combination

A APPROACHResiliencebasedapproach to
tackle cybemphysical risks and threats to the
Gas network and installations
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[ NATURAL EVENTS] [

MAN-MADE ACCIDENTS ] [

CYBER ATTACKS ]
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Cyber Threats
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A Energy systems and supplien® target of
ransomware and cyberattacks

A Thenumber of incidentsreported in the O&G
sectoris lessf compared to physical incidents.

Main ones:
A Cyber attacks on OT network of SCADA

systems

A Ransomware attacks B Chunic B socasd B Oy (17 porcsnd
I Commercial Faciities (3 percent) Il Food and Agriculture (2 percent)
A Theimpact (financial damage) is high B Commistcotnt (tpucen). S oot oo (@ poen

- ) . . B Critical Manufacturing (4 percent) I Information Technology (2 percent)
A Global flgl_Jres_ estimate thatybersecurity Dams (2 pecent) B Yansportation Sysems (8 perent)

breaches in oil and gas and power cost I Emergency Senvices (2 percent) Il Water and Wastewater

Systems (43 percent)

operators $1,87 billion up to 2018

https://www.uscert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment Summary Repdft S5(
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https://www.uscert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf

Reference Scenarios: Cyber

Cyber-Attack to the control
networks of energy grid
triggered by a gas grid operator

Source:
https://www.bsi.bund.de/SharedDocs/Downloads/
EN/BSI/Publications/SecuritysituationASecurity
Situation-in-Germany

2014.pdf? _ blob=publicationFile&v=3 ( ’
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Cyberattack on gas pipeline data
network
Source: https://www.thelocal.it/20171212/itadyate-

of-emergencyaustriaexplosiongas /‘\

Ransomware Impacting Pipeline
Operations

Source:https://us-cert.cisa.gov/ncas/alerts/aa2049a
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=== Official website 0f the Department of Homeland Security

¥ CISA
,m;‘pf' CYBER+INFRASTRUCTURE

AboutUs  Alerts and Tips Resources Industrial Control Systems

National Cyber Awareness System > Alerts > Ransomware Impacting Pipeline Operations

Alert (AA20-049A)

Ransomware Impacting Pipeline Operations
Original release date: February 18,2020

& Print » Tweet B Send Share

B suiNFRA1-2018) Grant Agreement N833017

Securingthe EuropeanGas Network


https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Securitysituation/IT-Security-Situation-in-Germany-2014.pdf?__blob=publicationFile&v=3
Italy’s Gas supply limited by explosion at gas plant in Austria 2017
Italy’s Gas supply limited by explosion at gas plant in Austria 2017
https://us-cert.cisa.gov/ncas/alerts/aa20-049a

Reference Scenario
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Cyber-Attack to Colonial Pipeline

Hackers Breached Colonial Pipeline Using Compromised
Password The hack took dowthe largest fuel pipeline in
the U.S. and led toshortages across the East Coast.

It was theresult of a single compromised password

Hackers gaine@ntry into the networks of Colonial Pipeline
Co.on April 29 through a virtual private network account
May 70h AT AT 1T UAA ET sawd 11
ransom note8 8

E

May 7" Colonialshuts down the pipeline
Colonialbegan resuming serviceon May 12"

No breach the more critical operational technology systems

Source:https://www.bloomberg.com/news/articles/20206-04/hackers

its gasoline pipeline system in its 5#&ear history

breachedcoloniatpipeline-using-compromisedpassword

A
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It was the first time Colonial had shut down the entirety of

Colonial paid the hackers a $4.4 million ransom
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https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password

Solutions

Extended Components
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TECHNOLOGIES FOR
INFORMATION PROCESSING

AND MANAGEMENT

AL
(171)  Cyverphysical comrelator

TECHNOLOGIES FOR

@ SITUATIONAL AWARENESS
AND DECISION SUPPORT FOR
CYBER-PHYSICAL THREATS

Safety and Security platform for Gas CI

Autonomous docking station and UAV
@ ©  based asset management

"7 Onshore Landslide Susceptibility and

@) System

TECHNOLOGIES FOR JOINT

CYBER-PHYSICAL SECURITY
RISK MANAGEMENT AND
RESILIENCE MODELLING

=< Joint Cyber-Physical Risk and
X4 Resilience Management
« * GasNetwork Advanced

" St/ and Fast-Dynamics Simulation

Vi _r*‘» \ Risk-Aware Information
i to the population

(2 = Risk-Aware Information to the
/ population (RAW component)

@ TECHNOLOGIES FOR DETECTION, IDENTIFICATION AND EARLY WARNING
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https://youtu.be/vFa5qFTMzWI
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Validated in 3 Business Cases Sé
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