oﬂ g
* \¢ * *

Cybersecurity for Critical Infrastructures - Resilience
and trust in the Health and Energy sectors

24 June 2021 109:15 - 12:00 CEST

€4 SDN-microSENSE

SDN - microgrid reSilient Electrical eNergy SystEm

Panagiotis Sarigiannidis
University of Western Macedonia

psarigiannidis@uowm.gr

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No. 833955
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SDN-microSENSE — Business Logic SDN-piSense
( Energy Optimisation

@ reeserrrasssrnrassssrassssssansnananns .
Energy Balancing, Grid
Restoration, i
Blockchain-based
Mitigation Energy Transactions i
. ....................................... .
SDN-based Cyberattack i
. . . Mitigation, Islanding
Intrusion Detection & Privacy . :
@ rererrarnnn s, Mechanisms O .
Specification-based detection, Energy Optlmlzatlon
Anomaly-based detection, Security i
; Events correlation, visual-based xX
Risk Assessment & Honeypots _ ’ . :
@ ererureriarareresaneerasaresaeseen detection, Anonymous Repository .
Collaborative Risk : of Incidents Self—HeaIIng

Assessment, Vulnerability
Management, Honeypots, :
Honeypot Management :

Intrusion Detection
SDN-USENSE Business Logic

Integration platform which harmonizes Risk Assessment, Intrusion
Detection, Self Healing and Energy Optimization under the umbrella of
SDN. Multiple technologies: SDN, Honeypots, SIEM, IDPS, Machine
Learning, MISP, visual analytics and blockchain.
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