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The work described in this document has been conducted within the proydeirwatching.eu. This
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Terminology

BMC Baseboard Management Controller

CSIRT Computer Security Incident Bmnse Teams

EC European Commission

ECHO European network of Cybersecurity centres and competence Hub for innovation

Operations

EIC European Innovation Council

EU European Union

GHOST SafeGuarding Home IoEnvironments with Personalised Réate Risk Control

IPR Intellectual Property Rights

NCP National Contact Point

NREN National Research and Education Network

MISP Malware Information Sharing Platform

MPV minimum price variation

MRL Market Readiness Level

MSP Managed Service Providers

MSSP Managed Security Service Providers

MTRL Market and Technology Readiness Level

MVP Minimum Viable Product

www.cyberwatching.ed @cyberwatchingeu 3


https://docs.google.com/document/d/18gYU3FPVe56fAPoeJcJym51LQjrxX-gPkjmSEA03S1U/edit#heading=h.ia7ti1l6fmul
https://docs.google.com/document/d/18gYU3FPVe56fAPoeJcJym51LQjrxX-gPkjmSEA03S1U/edit#heading=h.ia7ti1l6fmul
https://docs.google.com/document/d/18gYU3FPVe56fAPoeJcJym51LQjrxX-gPkjmSEA03S1U/edit#heading=h.ia7ti1l6fmul
https://docs.google.com/document/d/18gYU3FPVe56fAPoeJcJym51LQjrxX-gPkjmSEA03S1U/edit#heading=h.ia7ti1l6fmul

Cyberwatching.eu R&l Preparation for the Market

PROTECTIVE Proactive Risk Management through Improved Cyber Situational Awareness
R&l Research and Innovation

SME Small Medium Enterprise

SMESEC Protecting Small and Mediwsized Enterprises digital technology through an
innovative cybeiSECurity framework

SWOT Strength Weakness Opportunity Threats

TRL Technology Readiness Level

www.cyberwatching.ed @cyberwatchingeu



Cyberwatching.eu R&l Preparation for the Market

MLY UONRRdzOUA2Y

The tallenges and recommendations towards a secure and trusted Digital Single Maket
discussed on th&orld Café Sessiomld during thesecond (29) Cyber Concertation meeting of

H2020 projects from unit H1 "Cybersecuritt 8NRA @1 O ¢  fLl-Cheiof thediypiSs beimgm o
RA&aOdzaaSR ¢l a dal 26 wsaslL OFYy AYLNROS (GKS gl @& (K

The cyberwatching.eu project is addressing this issue in a number of ways. Firstly through the
LINE 2SO0 Qa 9 dAHBNBRH nffapst aNdRp8siidhs over 200-f@ded projects within

the Cylersecurity landscape and secondly throughmarket and technologyreadiness level
analysis (MRL) (see cyberwatching.eu D2.3 Methodology for the classification of projects and
market readiness) of projects whichare used to understand and assess how close the research
and innovation (R&lI) projects are to the mark&nd thirdly, the project cybersecurity and privacy
marketplaceprovide a platform for projects to showcase their remito a market audience and

rub shoulders witrstart-upsk YR {a9a Ayy2@0FdAy3 Ay (GKS | NBI @
detail, in particular on the role of the radar and the MTRL analysis is providing sebedsew of

the current R&I landscape atbw this can encourage clustering and the sharing of best practices
on market readiness.

With this in mind, cyberwatching.eu held a key webinar in March 2020 which shared some best
practices from four different itiativesthat are excelling in this area:

IGHOSY SafeGuarding Home loT » ~N C °F
Environments with Personalised @' H W O
Realtime Risk Control

{PROTECTIVE  Proactive Risk Managementi o°—'refo PROTECTIVE

through Improved Cyber o— =0 PROACTIVE RISK MANAGEMENT
Situational Awareness

1SMESEC Protecting Small and Medium

sized Enterprises digital

technology through an m S IV\ E S E C
innovative cybeiSECurity

framework

fSpanish H2020 Centro para el Desarrollo A
NCP for the EIC Tecnoldgico Industrial -f/ [:DT'
Accelerator

This report provides an overviewthiese best practices and gatheexommendationgrom them.

1 https://cyberwatching.eu/newsevents/events/brusseksecondcw-concertationmeeting040620190
2 https://cyberwatching.eu/d23methodologyclassificatiorprojectsservicesind-marketreadiness

3 http://cyberwatching.eu/projects/1056/ghost

4 http://cyberwatching.eu/projects/1036/protective

5 http://cyberwatching.eu/projects/985/smesec
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Cyberwatching.eu aims to improve the impact of the results of Research and Innovation projects
in the European Union and Associated Countries, and to achieve this, the overall cyberwatching.eu
methodology is founded on the following 3 maeaotivities:

1. Mapping the R&I landscape and the delivery of a European project radar,
2. (ustering andsupportingsynerges between projects
3. Supporting projects asseasd improvetheir market readiness

Cyberwatching.eu has mapped and engages with over 200 European projects focusing on
cybersecurity and privadp:

1 position themselves within the broader EU landscape,
1 demonstrate progress, and market and technology readiness levels,
1 showcase their results to the market.

2.1 The European Project Radar

There are 25 calls launched by the European Commission (EC) which were either explicitly
supporting projects in the domain of Cybersecurity and privacy or from which projects in this area
were supported. Since some of these programmes are now completeal, iwthe impact that

these programmes have had, and more specifically, what is the status of each funded project in
respect to its maturity, results and outputs? Are the results of these projects ready to be adopted
and used by external stakeholders sushEuropean SMEs and organisations?

/| @0 SNBI G§OKAY 3PS dzQ 4 biDtgahgRd A8dweT allt oNtRisZh (Bing awnkinkbler Ned
underpinning information sources to visualise the state of these projects as a means to maintain
an overview of the largeEuropean Cybersecurity research landscape.

The radar addresses key areas of interests for projects themselves, and for funding agencies:

What are the focus areas of research and innovation funding in the EU?

In a nutshell, what does the pipelimeresearch innovation look like?

When can we expect results that can be ingested by the target customer segments?
How well are the projects progressing through their wpldn?

How well are we progressing compared to our competitors?

= =2 =2 A =2

6 https://www.cyberwatching.eu/technologyadar
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Figurel European Project RadgqrSpring 2020 edition

Theradar allows swift yet statistically sound statements on the state of the European cybersecurity
and privacy research landscape. It provides a bays view of thecomplete collection of EU
funded projects in the cybersecurity area. The projects are grouped by research themes; colour
coded to show their position in the project lifecycle and assessed using Market and Technology
Readiness Levels methodology.

In June 200, a new version of the radar will be launched updating on current entries and
introducing new projects funded since the last version published in Autumn 2019.

If you want to find out more about each project on the radar, then details, updated information
and direct contact with the project is available directly through the radar.

2.2 Market and Technology Readiness Levels

¢tKS dGalNJSGi 9 ¢SOKy2f23&8 wSIFIRAySaa |[SOSft ¢
cyberwatching.eu to evaluate how close projects aréh® market. The MTRL is introduced as a
O2YLX SYSYy (I NE VYSiK2R2t23& (2 aa¢SOKy2t23A0Lf

oucomes. Market Readiness Levels  Tecinology Readiness Levels

Figure 2 Market &
Technology Readiness Leve
(MTRL)

Research Level, from the
unproven concept to the
proof of concept

IDEATION

The project needs to
improve some aspects of
the preparation to

market, but it's ready to
join the End User Club for
validating results.

From the prototype
system close to expected
performance to operating
in an operation
environment at
pre-commercial scale.

The results are ready to
be commercialized, but
there is still room for
enhancement and some
aspects should be
improved.

TRACTION

From a first commercial
system to technology
generally available for all
consumers.

The sales are going well
and the product/service is
stable.
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The goals of applying thmsethodology to the projects, cyberwatching.eu will be able to identify:

T Future collaboration and sharing of experience on common technical priorities;

1 Reuse of project results with components, technical ideas, methodologies or best
practices idenfied by a repeatable statistical analysis;

1 Identify market positioning and potential exploitation opportunities with other projects.

Based on the analysis and results from applying the methodology described in this document,
cyberwatching.eu will hone in on priority areas and actively engage with clustered projects in a
series of activities which encourage projects to:

T 1GGSYR 64¢SOKy2t23é8 5SSL) 5A0S8¢ ¢2NJ akKz2Lla 1z
and enable common appsatzhes to similar challenges and facilitateuse of research
results;

1 Contribute to whitepapers focussing on challenges in Cybersecurity & Privacy, to be also
addressed by future Work Programmes;

1 Test and validate market readiness of R&l solutions.

Thiswill facilitate the connection between funded projects and future funding actions to find
synergies and convergences and to take advantage of previous results to build new products and
services on the founding blocks of the identified results.

This allowghe user to identify clusters or projects working in the same-datmain with similar
technology readiness or similar market readiness and establish mutually beneficial relationships
among projects that can identify common themes and challenges for fatctigities.

O CNRZY NBaSlI ND&S a2z LININJISAL
NEO2YYSYRIUAZ2Y a
A great deal of efforbf EUfunded projects goes into developing the technological aspects of

products and project outputs. However, a corresponding amount of support activity is vital to bring
those outputs tathe marke, providing an organic sustainability plan and an exploitastvategy.

2 A0KAY GKS O2yGSEG 2F &daAadGlAyloAtAGe | yR SELXM
by which a consortium ensures that their project outputs are ready to go to the market.

Re“search and innovation projects are usually set up td &nsolution for a need. Earstage
SELX 2AG1FGA2Y LIXIFYyyAy3a akKz2dzZ R 6S | @AGF T LI NI
a decision, a markdbased mechanism is relevant.

Market-based mechanisms off@dvantagesover other regulatory approachesproviding

decisionY I { SNA gA0GK | K2t A&adA 0O OASs-whfasihglelsiiv®. &S OG Q:
offers decisioamakers a faster way to assess, measure and suppohiriology projects.

www.cyberwatching.ed @cyberwatchingeu 8
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3.1 GHOST- SafeGuarding Home 10T Environments with
Personalised Redlme Risk Control

Website www.ghostiot.eu

Duration: May 2017- April 2020
Contributor: Javier August&onzalez, Project Manager, Televés

The GHOSTproject contributed a number of reflectionand recommendation®n the future
SELX 2AGlIGA2Yy 2F (GKS LINR2SOGQa NBa&adzZ & RdzNAy3
two factors arecritical:

1 First, the composition of the consortium, where we recommedthcludngall the actors
of the specific value chain (especially amgkrs)

1 Second, the methodology that needs to be followed during the project, wher&HOST
projectrecommendeddefining specific activities to test products with potential enders
as soon as possible.

For this second pointnany activitieshould be performedbased on the design thinking principles,
including realife trials or pilots (where the sty@mms can be deployed in realistic operational
scenarios, unveiling the main issues during -ttagay usage of the products), online
guestionnaires, focus groups, et@he objective ofthese activitiesshould beto obtain feedback
onthe acceptance of thproducts and the potential improvements thiite product needs in order

to increase the observed acceptance. In this sense, this continuous feedback is iheflms
continuous improvement path from the Minimum Viable Product (or M\)ich should be
released (everincomplete) as soon as possible during the project to the final version of the
products by the end of the project.

In addition to this general appazh and methodologythe focusshould beon creating a solid
individual or joint business plan through the identification of the final produbis identification

of the relevant Intellectual Property Rights for eamhtheseproducts the identificationof the
potential customersthe definition of the user journeys of #secustomers (including their feelings
while using the products, the potential frustration, the touchpoints with the solution, eanil
through using every tool that can unveil insightto the underlying business models that you are
targeting (Lean Model Canvas, etc.).

Even only the exercise of creating this business plangvekitly improve the maturity of your
Market Readiness Levasthe points addressed will make you ta#tecisions

For the business plarfor the GHOST projectonsortium partners decided to follow a joint
exploitation model, and we are creating a business plan that includes the following points:

7 http://cyberwatching.eu/projects/1056/ghost
www.cyberwatching.ed @cyberwatchingeu 9
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1 Mission and vision

Short, mid and longerm objectives with &pecific marke® tactical, strategic KPIs

1 Shareholder distribution based on the product and product IPR identification and
additional knowledge/value added by some partners (for example, knowledge of the
market or the eneusers)

1 Location and facilitiedgking into consideration the average costs, resources availability,
maturity of the entrepreneurship ecosystem, geographical placement, international
projection)

1 Current product and services identification (filtered from the previously identified set of

products)

Future product and services identification

Market segmentation and analysis

Value proposition definition

Team definition (CEO, Sales, Developers, etc.)

Key financial indicators (annual expenses, annual expenditures, annual reveness,

even point projection, profit and loss model)

3.2 PROTECTIVE Proactive Risk Management through
Improved Cyber Situational Awareness

> PROTECTIVE

PROACTIVE RISK MANAGEMENT

=

=A =4 4 -4 -4

Website https://protective-h2020.eu
Duration: September 2016 August 2019
Contributor: Marcin Przybyszewski, Exploitation/Dissemination manager, ITTI

The PROTECTIV¥Rroject contributed observations anattions implemented to achieve higher
market readiness leveln the PROTECTIVE project, several stepshemaretaken throughout the

project in order to assure a high MTRIRL (Market Readiness Level) would be achieved. Already

at the preproject phase, appropriate exploitation tasks were defined, and a draft bssip&an

was created. Also, at the proposal writing stage, future licencing of final system elemerds w
agreed and secured between partners. During the project, the PROTECTIVE consortium used pilots
and communication/dissemination activities to both valid and refine plans to maximise the
project impact as well as to identify potential for exploitation of the results after the project
concludes

PROTECTIVE concentrated on starting exploitation from the NRENs and progressively expanding
to other domairs, including a critical infrastructure operator, Managed Security Service Providers
(MSSPs), Managed Service Providers (M&B8aY ultimately, reaching SMEs (clusters of SMEs
managed by MSPs). Twerftye CSIRTike organisations were contacted fpilot two, with six

8 https://cyberwatching.eu/projects/1036/protective
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committing to the pilot, and another ten engaging with the pilot to varying degrees e.g. through
webinars and email conversation. A consortium member MSSP leveraged Threat Intelligence from
PROTECTIVE to enrich its services providstbes and SMEs. Four MSPs/MSSPs joined the pilot,
havinganimpact on approximately 350 SMEs.

To increase the potential for technology tap, PROTECTIVE has been egmmced with
extensive documentation for ease of deployment and to enable further dewedémt. To increase
impact further, connectors have been prototyped to demonstrate interoperability of PROTECTIVE
with MISP communities.

Finally, a key factor was to gathe trust of organizations / CSIRTS outstle PROTECTIVE
consortium. To increase tstiand reduce the reluctance in sharing data, a new informasiosring
compliance module was included in PROTECTIVE.

For future call recommendations, we would suggest that there is a distinction between projects
aimed at, for examplemarket commercializgon and projectsaimed atkickingoff free/open-
source projects. Projects kicking off opsource projects should aim more at building
communities around the developed tools and have less focus on market commercialization. On
the other hand, projects aimg at market commercialization should have an increased marketing
budget as compared to other projects (i.e. increased marketing budget in relation to the budget
of technical tasks).

Furthermore, as there are often differences between local markets (simpmer sentiments
etc.), thismakesit impossible to deliver one solution for the whole EU region. As such, individual
exploitation plans¢ or commercializing single solutions should be treated equivalently to
consortiumwide efforts.

3.3 SME&Cc Protecting Small and Mediursized Enterprises
digital technology through an innovative cybe8ECurity
framework

J) SMESEC

Website: https://smesec.eu
Duration: June 2017 May 2020
Contributor: Alberto Miranda Garcigenior Business Consultant, ATOS

www.cyberwatching.eu @cyberwatchingeu 11
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The SMESEoroject contributed observation apart of the exploitation strategy and business
plan approactof the project The bllowing ste are considered the basis to effectively transfer
to the market the project result:

In an eploitation strategyit can be hard for R&l projects to shift mentality to developing new
products or technologies that should be ready for the market. Heresamee of the topics which
are crucial for the exploitatioof pre-project considerations that will help you succeed wvatolid
exploitation plan.

1. Supplyside.Keywords: unfair advantag® 2 Y LJS UahalygsNB Q
2. Demandside.Keywordsidentification of customer needs, market trends
3. Individual exploitation Partnergindividual exploitation plans

4. Joint exploitation. Intellectual Property Rights (IPRpgreement. Distribution of the
intellectual property rights

5. Exploitation agreementDefinition of roles, responsibilities and compensation scheme in
a future commercial opportunity the partners may go for.

Once the project has concludedbasiness modeis generatedd address the sustainability of the
project. The business plan summarises the contents and characteristics of the project results,
products and services. Below are some guides on how to develagsamess model which clearly
addresses the ftdwing building blocks:

1 Value proposition What is the added valueSMESEC can provide awduld auser be
willing to pay for it?

1 Customer SegmentWhich are thedifferent target groups of people or organizations
targeted groups and an estimation of the customers?

¢ Distribution channels How will we communicate and contact/reachour Customer
Segments to deliver a Value Proposition?

1 Customer RelationshipsTypes of relationships established with tHéferent customer
segments.

1 Revenue streamsHow will wegenerate incomesrom the different customer segments?

1 Key activities Which are the most important actions we must carry out to make this
business model work?

1 Key ResourcedVhich are the most imptant resources needed

1 Key PartnersMain partners omassociate$o work with

9 http://cyberwatching.eu/projects/985/smesec
www.cyberwatching.eu @cyberwatchingeu 12
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1 Cost Structure The Cost Structure describes all costs incurred to operate business
activities. What are the main costs attached to our business model?

3.4CDTICentro para el Desarrollo Tecnoldgico Industrial

. h
el ¥ isTERID
“ :: D CIEMCIA, '
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Website: http://perspectivacdti.es/
Contributor: Esther Casado, Spanish NCP for the EIC Accelerator, CDTI

Finally, the Spanish National Contact Point for EIC Accelerator from'° Gidhtributed
observations on the commercial exploitation from research and development results to the
market.

T Two scales areunning in parallel: TRL scale & Market Readiness Level. Make your business
move up in the MR.

1 Focus on the market as soon as pbks and start showing theninimum price variation
(mpv)to your customer as sooasyou can.

1 There are many elements to create a Business Plan. They could be organized in three main
areas: Business opportunity, Business Model and Sustainability & Filsanci

1 Four aspects to anadg in a preliminary stage:

IPR for exploitation, FTO is mandatory for exploitation

Modelling the business to define the strategy

Size of the Opportunity, to ensure the scaie potential

Why the client will buy you. The valyeoposition to align user needs with your
strategy.

O O O O

1 There are many tools to analyse the businesdifferent dimensions. The three essentials
are Strength Weakness Opportunity Threats (SWOT), Baseboard Management Controller
(BMC) or Value Proposition Dgsi

10 http://perspectivadti.es/
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The/ & 6 SN¥ | (i Qubingt & DS dzsearch to market: promising outputs are not enough!
& provided some very usefisights intohow R&I can improve the way they prepare for the
market.

Thekey advice to improve your project market readineame fromtips and best practiceshared
from three H2020 projects that are an example of advanced market
preparation:PROTECTIMEHOS&nd SMESEC

These were:

T Learning key factors for markeriented exploitation,

1 Finding out what profiles you need in ygonoject team,

1 Discovering the role of Intellectual Property Rights (IPR) management
1 Becoming part of our Cyberwatching community.

The keyrecommendationgprovided by the speakers adetailed below:

1 Keep the focus on creating a solid individual or joirgibassplan throughthe identification
of the following:
o final products
o relevant Intellectual Property Rights for each of these products
0 potential customers
0 user journeys of these customers (including their feelings while using the products,
potential frustration, the touchpoints with the solution, etc.)

Remember to do this through using every tool that can unveil insights into the underlying
business models that you are targeting (Lean Model Canvas, etc.).

1 Consider the difference betwedhe global and local market for your solutiomhetheryou
needthe local presence and how to achieve it.

1 Acknowledge the importance of starting the exploitation planning and considering the end
user during the implementatio and thinking outside the box during the execution stage.

1 Presentation of project success stories to showcase the potential ability of the organisation
to transfer the project result to the market.

If your project is already in the European Project R&danake sure to update your status and
ranking by answering theITRL assessment forgent bythe Cyberwatching team.

If you have not yet plugged into this invaluable opportunitywrie the time toparticipate and
register the R&I project in th€yberwatching Project Hétband answer the MTRL questionnaire to
make sure your project is included in the Project Radar Spring edition.

1 hitps://cyberwatching.eu/researcimarketpromisingoutputs-are-not-enough
12 https://cyberwatching.eu/technologyadar
13 https://cyberwatching.eu/projects
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Cyberwatching.eu would like to thank the projects and representatives that have contributed to
this document.

1 GHOS|http://cyberwatching.eu/projects/1056/ghost

Contributor: Javier AugustGonzalez @_ H ) < Lﬁl(
Project Manager, PMP . - 2
TELEVES

1 PROTECTIVHhtp://cyberwatching.eu/projects/1036/protective

Contributor: Marcin Przybyszewski

Project Manager
ITTI

1 SMESEQ®ttp://cyberwatching.eu/projects/985/smesec

Contributor: Alberto Miranda

Connems Lot m SMESEC

ATOS Spain

i EIC Acceleratohttp://perspectivacdti.es/

Contr.ibutor: Esther Casado .:TE' §:‘:¢&§£ﬁ§o~ T
Spanish NCP for the EIC Accelerator =

CDTI

1 ECHOhttps://cyberwatching.eu/projects/1043/echo

Contributor: Matteo Merialdo
Manager, Security Research and Development (R&D) Projects
RHEA Group
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