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InfraStress main objectives

* Improve the resilience and the protection capabilities of
Sensitive Industrial Plants and Sites (SIPS) exposed to
large-scale, combined, cyber-physical threats and hazards

« Stress-testing resilience: Guarantee continuity of operations,
while minimizing cascading effects in the infrastructure itself,
the environment, other Critical Infrastructures (CIs), and the
citizens in vicinity, at reasonable cost

* InfraStress deals with security of both sensitive industrial
production plants and sensitive storage sites, along with ICT
Infrastructures supporting them
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Methodology and expected outcomes

* The InfraStress methodology is based on a set of composite indicators of
SIPS security and resilience, which will be embedded into the new risk and
resilience 1ISO and CEN standards, and into education and training
programs

 The methodology and indicators will yield breakthrough innovation and
the benefits/savings to be achieved by the project will be assessed by
users and advisory groups

* Integrate
* Risk & resilience,
« Safety & security
 Situational Awarness & resilience
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Resilience: what happens when risk
happens?

« 1SO 22300:2018
... ability to absorb and adapt in a
changing environment.

Linkov et al. 20
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Application and services for resilient industrial sensitive sites and plants
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Conclusions:
The way forward

« Standardized
stress-testing

EU Seveso Directive
DIN-SPEC 91461
| Operator I
INFRASTRESS
Competent Authority STRESS-TEST
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TIBER-EU Framework > AT
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Threat intelligence teamJ -
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Resilience
cycle
phases
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Understand
risks
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DIN-SPEC 91461

Resilience Stress-testing Workflow

| Stress-
| testing
: phases

Stress-testing

teams Main activities

Evaluation of the ,risk
landscape” and screening of
risks

v

Proposal to carry out
stress-testing

Preliminary White Team

(e.g. in 6 months)

Carry out
stress-testing?

Re-evaluate periodically

Stress-test project planning &
management
e Project objective
Identification of stakeholders,
definition of the teams, roles
& responsibilities, timeline
e  Expected result

Red Team
Blue Team ‘
White Team
.

Self-assessment?

Service
procurement
(e.g. ERRA)

Preparation phase

| Scope of the stress-test

v

Threat intelligence scenario
development

Results

Generic risk
landscape report

Stress-test scope of
document

-

Carrying out the stress-test(s), per
scenario:

2 e Select & run the scenario(s)
§'§ within the (virtual) test-bed
-8

e Assess resilience /functionality

(e.g. in 10 steps of resilience
assessment)

o Define the stress-test limits

e Check/plot the limits

Testing phase

Analysis of results (optionally:
Using Al/BI-methods)

v

Closing phase

planning, Reporting

Carry-out remediation measures

| Result sharing, Remediation |——|—)
|

Stress-test result
report

External

and corrective actions, external
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v

“BEFORE-AFTER” analysis: Assess
benefits of actions & investments

v

“Evergreening”: plan for re-
evaluation and future testing
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SUPPORTING DETAILS...
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Goal

« assess and monitor the Resilience of my IT (cyber-physical) infrastructure

 assess the Functionality (operational loss) of my infrastructure for a
threat/event

Resilience level (RL) Assessment Functionality level (FL) Assessment
5 100% _ _
Hacker gains unauthorized
access to SCADA
o Assessment
© o O e, D€ .
Time t o
EI 0 o 1 o e
e ° Time t2
o Time t4
o Time t4 o e
o Time t 0 A
0 ‘o 4 trio Scenario Time

Operating Time
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Resilience: what happens when risk

pslr:n)artResilience project — “smart
critical infrastructures”:

... ability to

1. understand and anticipate risks

— including new/emerging risks —
threatening the critical
functionality of the infrastructure,

2. prepare for anticipated or
unexpected disruptive events,
optimally

3. absorb/withstand their impacts,

4. respond and recover from them,
and

5. adapt/transform the
infrastructure or its operation
based on lessons learned, thus
reducing the critical infrastructure
fragility.

This project has received funding from the European Union's
- Horizon 2020 research and innovation programme

under grant agreement No 833088
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Integration of tasks
and deliverables In
InfraStress?

Is it not the
standard? ERRA?

This project has received funding from the European Union's
Horizon 2020 research and innovation programme
under grant agreement No 833088
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Percelving threats — emerging risks radar
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Resilience Level (RL)
A composite index based on resilience indicators
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“Pyramid” of

resilience assessment levels

* Crucial for

» Understanding of the concept

» Use of the

RECOMMENDED
DCL

ORGANIZATION/SITE
SPECIFIC
DCL

This project has received funding from the European Union's
Horizon 2020 research and innovation programme
under grant agreement No 833088
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i |nfraStress Project
34 J
E=- mﬂ' l. Organizational management [CORE]

. 6 i= Cyber Threats [Core]
- o i= Matural Threats [Core]
. 6 i= Physical Threats [Core]

H-H-EH-H

1 o i= Technological Threats [Core]

Case Study

Scenario
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Fultilevel

Multilevel
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[ - 0 i= Tailgating & Cyber Intrusion
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RESILIENCE |

RESILIENCE

LEVEL

RN
{7 cuse |

@ Transportation

Dynamic Checklist - Setup
IS Pilots Plant wide RL DCL

Step 3: Indicators Step 4: Preview

Step 1: Basic Informa... Step 20 I1ssues

Previous Next

Phase I: Phase Il Phase llI: Phase IV: Phase V:
Understand risk Anticipate/prepare Absorb/withstand Respond/recover Adapt/transform
I_|_| I_l_l I ] ’J_|
[ | [ |
11.01 12.01 13.01 13.02 14.01 15.01
I I I I ! I [ I
IND3.01 IND3.02 IND3. 04 IND3.05
: ‘ I I
I I I I ] I I
IND3.01.01  IND3.01.02 IND3.02.01 IND3.02.02 IND3.04.01 IND3.04.02 IND3.05.01 IND3.05.0z
Measured Value Measured Value E Measured Value L
Value from Expert Value from Expert Value from Expert
Value from Big Data Value from Big Data

Working with pilot partners, SIPS
relevant indicator lists are being

developed in preparation for WP8 and

implemented in the InfraStress
ResilienceTool.
The goal is a single DCL for all

participating pilots for standardization

and benchmarking.

This project has received funding from the European Union's
Horizon 2020 research and innovation programme
under grant agreement No 833088

- 1. UNDERSTAND RISKS
%' Il. ANTICIPATE/PREPARE

. ABSORB/WITHSTAND

IV. NESPOND/RECOVER
v~ V. ADART/TRANSFORM

¥ Inciden\jnvestigation; ID-1004
15 thereNgn incident investigation and reporting procedure in place?; ID-605
- Incident rel&§d communication exchanged with other relevant sites?; 1D-1010
¥+ Emergency response reporting including lessons learned ; ID-3826

Quality of the lessons leamed process?; 1D-3101

Review of lessons learmed conducted?; 1D-929

- Does the Company take into account corrective actions in the management of non-compliance?
¥ InfraStress BAM Aware IDS; ID-5674

Are the base processes updated in BAM/BPM mapping post event?; 1D-5690

- Are business processes audited on a regular basis post evenis?; ID-5691
v SIPS specific corrective action control; ID-5692

Is there a closed loop corrective action (CLCA) procedure in the SIP?; ID-5693

o How frequently do the same root causes appear in incident reponts?; 1D-3851

¥ Post event analysis and procedures to increase resilience; ID-5654 ~
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Integration of tasks and deliverables in InfraStress?
Is it not the standard? ERRA?

 BEFORE-AFTER? What is the quantified
Impact?

« SUGGESTION: At the end of the pilots

» |ldentify SA-indicators and create the respective
DCLs

» Assess the “BEFORE" resilience based on the DCLs
» Assess the “AFTER” resilience based on the DCLs
» Show the improvement based on indicators

» Propose

This project has received funding from the European Union's
Horizon 2020 research and innovation pro gramme ] @
under grant agreement No 833088 ®



“BEFORE” and “AFTER” resilience assessments at Pilot 4

BEFORE

Indicators

AFTER

Mame

5 _------_

= 1.1, Available formal management systems
‘adopted in the organization; ID-5652

|.1.1. Diges the organization hold & 150 8000
series certification or similar?; |D-5853

|.1.2. Arz internz audits and management
reviews conducted regularhy?; ID-5654

1.1.3. Is there a formal environmental
management system adoptsd in the
crganization (e.g., 150 14000 series or EMAS
scheme)?: ID-5242

|.1.4, Dges tha arganization hold & valid 150
14000 series/EMAS cartification or similar?; ID-
Sa43

|.1.5. Iz there 3 formal occupational health as
safety management system adoptad in the
organization (2.9, OHSAS 12001 or 130 45001
standards)? ID-5844

Type

Syst | Info | Org | Soc | DeM
a b (g d e

W W

Resiliznce

|.1.5. Dpes tha organisation hold 2 valid 150
45001 or OHSAS B001 certification or similar?:
1D-5345

|.1.7. Iz there 3 formal Safety Management
System adopted in the organization (aspect of
mzjor accidents pravention)?: |D-5846

|.1.3. Diges tha organization held & valid
ervironmental permit for its operations as
specific SIPSY; ID-5247

1.1.9. Did the organization implemant any
related industry sector spacific
standard/recommendations in it management
systemn?; |D-5848

b IIII i

certificate related 1o the possible sbove
mentionad standards/codes?; ID-5845

Indicator s
Indicator 5
Indicator 5
Indicator s
Indicator s
Indicator 0
Indicator ]
Indicator 0
Indicator 0
gt [ 1ds1 >
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MName

5 _------_-

! L1. Awailable formal management systems

adopted in the organization; ID-5652

= 1.1.1. Does the organisation hold 2 150 3000
series certification or zimilar?; [D-5853

112, Areinternzl sudits and management
reviews conducted regularhy?; ID-5654

1 113, Iz there a formal environmental
management system adopted in the
organization (2.g., 150 14000 saries or EMAS
scheme)?; ID-5242

1 1.1.4. Does the organisation hold 2 valid 130
14000 series/EMAS cerbification or similar?; ID-
5243

[ 115, 15 there a formal accupational hesith as
zzfzty management system adopted in the
organization (e.g., OHAS 13001 or 150 45001

——standarde)T 1D-S0ed

Type

Indicator

Indicator

Indicator

Indicator

Indicator

Score

Syst | Info | Org | Soc | DeM| Resiliznce
a b c d & Lavel

LA A A

1 1.1, Does the organisation hold a valid 130
45001 or OHSAS 8001 certification or similar?:
1D-5845

117, s there a formal Safety Managemsnt
System adopted in the organization (aspect of
mzjor accdents prevention)?; ID-5846

1 1.1.8. Does the organization hold a valid
emironmental permit for its operations as
spacific SIPSY; ID-5847

1 1.1.8. Did the arganizetion implemant any
related industry sector specific
standard recommendations in its management
syztem? | D-5848

Indicator

Indicator

Indicator

Indicator

]

— 1110, Diges the arganizetion hold 2 valid
cerificate related to the possible above
menticned standards/codas?; ID-584%

Indicator
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“BEFORE” and “AFTER” resilience assessments at Pilot 4

Range of
iImprovement

BEFORE AFTER
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How to get the ==
Investment in resilience N[ RASTRES

optimization |

o0 Bmst ® Functionality Level (1) O Lossof Functionsity (Loh)

b t t .
Future operation time i
™} ™ e 80
Investment In —— *
Investment Option B
n n ? Investment Option A
reSIllellce [ ] Baseline o, {
T T
s P . —
8 Case Study Acceptance Level L)
RUC— B Functionality Time Series: P4AT: Site fence / P4AT Site fence assessment; ID-503
ceo v - B Functionality Time Series: P4A2: Main Entrance / PAA2 Main entrance assessment; ID-507
| e
e - ARLs
costs
: = MR .
. - costz Times
i ARL: =
e cost: Timez
:I:ime1
3| OpA A: SA monitoring
Investment o g et
component
A 041  $8§ iz 58.8 > 3
ln SA 0.15 $ I 281 § OpA B: No component
[
Q
0.23 5 TIX 437 3
o« [ e
0 20 40 60 80 100
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Optimization development in the MCDM tool

Trend

331 AlID-487
After first accide
_o
AltID-486

3
. 23
5 Before firsfaccident o
8 OpAl: SA monitoring
0

2 OpAZ2: Specific

component

- OpA3: No change

9

© A D
N N N N
P P o

P
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SIPS Hazard, Level Risk && Categories
ID Hazard Class
health

chemical lab intrusion medium
cyber

intrusion infolab intrusion high
§ fire
1(%'!/\?\/ - fiood long pool flood b

tanks

10.7% main office cyber high
high
Z‘mr hZefil(t)tk 10.7% pool water flood high

f(f)f.i;% 1%'_%2/0 lritf‘uzan 220:3/ radioactive waste chemical high
railway line cyber medium

m1ediu;n storage flood high

laboratory high 17.9% tank HCI fire high

10.7%

tanks 17.9%

SIPS Type && Categories SIPS Risk && Asset Category

Status @ Severity ses
7138 4.37 ' aN 3 Iabo;atory
Warning Level Priority FARRY

S
®
=
c
=
5
=
<

area
2

5.755 4.37

Warning Level Priority

@ Normal Time @ Critical Time

SIPS Status

Last Update Severity Status Active/Total Assets Active/Total
events involved Actions

® 2/2 2/4 477

Attention

Attention
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Risk Assessment Tools

# PHYSICAL = NATURAL & CYBER

Learn more Learn more Learn more

Assessments Status

Physical Assessment Natural Assessment

Assessment Area Basedona1to 5 scale

Overall Likelihood Basedona1to5scale
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InfraStress Pilots

* InfraStress solutions are being tested and demonstrated in 5 SIPS pilots
Involving the owners/operators (4 Seveso) as well as their neighbouring
facilities from 5 EU Countries (Italy, Portugal, Ireland, Greece, Slovenia): a
design-implementation-validation approach.

 Piloting at evaluation and integrating input from the involved stakeholders and
the feedback from the pilot execution.

* Pilots collectively cover a variety of high-impact multithreat scenarios to SIPS
Cls, ranging from natural disasters to direct cyber-physical attacks to critical
assets

« Last, but not least: The InfraStress solutions will be “anchored” in the new ISO
31050 standard ("Guidance for managing emerging risks to enhance
resilience”)

This project has received funding from the European Union's
- Horizon 2020 research and innova tion programme ] @
under grant agreement No 833088 ®



Pilot 1: Motor OlIl Hellas - Greece

Refinery — Petrolchemicals

This project has received funding from the European Union's
Horizon 2020 research and innovation programme e @
under grant agreement No 833088 ®



Pilot 2. DePuy Synthes, Cork - Ireland

Medical manufacturing plant (orthopaedics)

Janssen
Biologics

DePuy is a franchise of Johnson & Johnson

DePuy Synthes vy - b3S : DePuy Synthes
(J&J) e , . (J&J)
Building 2 N ) Building 1

This project has received funding from the European Union's
- Horizon 2020 research and innovation programme e o
under grant agreement No 833088 ®



Pilot 3. Carmagnani, Genoa - Italy

Chemical storage site and terminal

This project has received funding from the European Union's
Horizon 2020 research and innovation programme e o
under grant agreement No 833088 ®



Pilot 4: Petrol + Port of Koper - Slovenia

Petrol infrastructure for storing and transport of fuel and Port of Koper terminal

This project has received funding from the European Union's
- Horizon 2020 research and innovation programme e o
under grant agreement No 833088 ®



Pilot 5: Municipality of Barreiro + SGL

Tagus River -~ =
\ | TagusBay
; Business Center
| (3 SEVESO
industries)

National Forest - ‘
Mata da Machada® .

1 Km \

SGL industrial facilities and
Barreiro municipality critical infrastructure

This project has received funding from the European Union's
- Horizon 2020 research and innovation programme e o
under grant agreement No 833088 ®




Conclusions

1. Away from (just) first response

2. Integrate
»  Past (cases, experience..)
»  Present (situational awareness, “radars”)
»  Future (scenario/resilience analysis) Industrial p

3. Increase resilience & efficiency,
decrease vulnerabllity of the society as
Infrastructure/network-of-critical-
Infrastructures/functions

4. Interdependencies

X-Threats
(multiple/new/unknown/emerging threats) Energy

This project has received funding from the European Union's
- Horizon 2020 research and innovation programme () o
under grant agreement No 833088 ®
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