
cyberwatching.eu Concertation Meeting | Brussels, 04/06/2019 1

Wi-fi: MARRIOT_CONFERENCE
EVENT06

cyberwatching.eu 2nd Concertation Meeting
#Concertation19

04 June 2019
Brussels, Belgium

www.cyberwatching.eu | www.twitter.com/cyberwatchingeu

https://twitter.com/cyberwatchingeu


cyberwatching.eu Concertation Meeting | Brussels, 04/06/2019 2

Wi-fi: MARRIOT_CONFERENCE
EVENT06

04 June 2019
Brussels, Belgium

www.cyberwatching.eu | www.twitter.com/cyberwatchingeu

2nd Concertation Meeting
#Concertation19

Break-out 3: Emerging Cybersecurity 
challenges from emerging technologies

Chair: Roberto Cascella, ECSO WG6 SRIA & Cyber Security 
Technologies

https://twitter.com/cyberwatchingeu


cyberwatching.eu Concertation Meeting | Brussels, 04/06/2019 3

Participants 
Break-out 3: Emerging Cybersecurity 

challenges from emerging technologies
Name, Project

Sanja Budimir, COCOON François Koeune, REASSURE

Mirko De Maldè, MH-MD Paul Koster, SODA

Tom De Wasch, Privacy&Us Adam Kozakiewicz, SISSDEN

JC ROBERT DelHaye Evangelos Markatos, REACT

Gabi Dreo, CONCORDIA Evangelos Markatos, PROTASIS

Konstantinos Giannoutakis, FORTIKA Edmundo Monteiro, POSEIDON

Seda Goksu, FP7 Haris Mouratidis, DEFEND

Anna-Louise Grensing, KASTEL Mary Pidgeon, PROTECTIVE

Kostas Kalaboukas, BPR4GDPR
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ReAct: What is it about? 

Time line: before and after ZERO-day
Before the vulnerability is found (i.e. before ZERO-day)

Computer is vulnerable

Before the patch is applied 

Computer is vulnerable

After the patch is applied 
Computer is safe



ReAct

• Can we improve the situation? 

• Can we do something before the patch is applied? 
– YES!

– Real-time patch!! (Selective Fortification)
• Instrumentation, binary re-writing, memory protection, etc. to isolate the bug

• Note: it does not remove the bug – it isolates the bug



ReAct

• Can we do any better? 

• Can we do something before the bug is found???
– ??? 

– YES!

– Prediction

– Predict which computers are more vulnerable to attacks 

– Patch them, monitor them, fortify them, etc. 



The ReAct project: 
2018-2021 

Funded by the European Commission

Collaboration with 

Symantec (Leyla Bilge, Petros Efstathopoulos)

Ruhr Bochum  (Thorsten Holtz)

Vrije Universiteit (Herbert Bos) 

UCY (Elias Athanasopoulos) 

Eurecom (Davide Balzaroti) 
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