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Executive summary 
Work Package 1 (WP1) is developing several user scenarios which are relevant for the SECREDAS project 
objective to cover the crossroads of security, safety and privacy protection. The scenarios will be used to 
derive future reference architectures and requirements (input to WP2), develop common technology 
elements (input to WP3), for the development of next generation highly secured automotive, health, and 
rail technology, both hardware and software (input to WP3-8). 
 
Deliverable 1.1 (D1.1) is part of Task 1.1 and describes the initial set of scenarios and use cases compiled 
by the work package participants, which are used throughout the project and this will feature in the WP9 
demonstrator. The initial set of scenarios comprises 3 automotive scenarios, 1 health scenario and 1 rail 
scenario. For each scenario, the relevance has been described, and the threat/attack is defined. 
Furthermore, the deliverable defines the scenario owner, the contributors, the technology involved and 
the way in which the scenario is linked to the WP9 demonstrator. The initial of scenarios shown in this 
deliverable will be extended into a final set of scenarios in deliverable 1.2 (D1.2). 
 
At this time, the scenario validation methodology in a demonstrator-setting has not yet been defined, as 
this requires input from WP9, which has not yet started its activities.  
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1 Background to deliverable 1.1 

Deliverable 1.1 (D1.1) is part of Task 1.1 and describes the initial set of user-scenarios and use cases 

compiled by the Work Package (WP) participants from 20 partner organizations. The scenarios form the 

starting and reference point for hardware and software architecture design and development in 

subsequent work packages with regard to defining and implementing security, safety and privacy 

protection measures. These will result in common security & privacy protecting components to be used 

in the domain-specific (automotive, rail, health) solutions. The scenarios will allow the integration of 

different common and domain-specific components in dedicated subsystems. WP9 will test and validate 

the components against the user-scenarios and use cases. 

 

The initial set of scenarios listed in D1.1.1 comprises 3 automotive scenarios, 1 health scenario and 1 rail 

scenario. The scenarios that have been elaborated in this deliverable are: 

1. road intersection; 

2. automated truck with driver getting health problems; 

3. updating the vehicle; 

4. advanced Access to Vehicle; 

5. rail. 

 

For each initial scenario, the relevance has been described, and the threat/attack is defined. As listed in 

the project’s Description of Action (DoA), each scenario has been assessed for the following aspects: 

• cyber-attacks: prevention – detection – mitigation; 

• trusted V2X Communication (incl. Intelligent Speed Adaptation); 

• secured Automated Driving; 

• secure over-the-air updates of safety functions; 

• anomaly & fault detection in an automated way; 

• Remote monitoring of user/driver data (driver monitoring – e.g. driver falling asleep); 

• trusted tamper-proof black box data collection; 

• parameter tuning of safety-relevant functions (calibration, engine tuning, remote settings); 

• breakdown of component when driving on the highway; 

• swarm Learning; 

• logging maintenance data; 

• driver’s authentication for accessing to e-Services proposed by the connected car (ex. Access to 

car maintenance data or airbag control). 

 

Furthermore, the deliverable defines the scenario owner, the contributors, the technology involved and 

the way in which the scenario is linked to the WP9 demonstrator. The initial list of scenarios shown in this 

deliverable will be extended into a final set of scenarios in deliverable 1.2 (D1.2). 
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2 Process of defining initial user-scenarios and use 

cases 

During the preparation of the project proposal, partners already discussed the need and relevance of 

individual user-scenarios and use-cases. This involved all consortium partners, as (almost) each WP will 

be based or use one or more scenarios when developing software or hardware components. The final 

choice was made through a vote by all partners, in the understanding that at the start of the project 

implementation, further elaboration would take place. This could include adding, modifying or removing 

specific (sub-)scenarios. In particular TNO, IMEC-NL, AVL, YoGoKo, Prove&Run and Commsignia provided 

significant input during the project kick-off meeting on 16/05/2018. Philips provided specific input related 

to health/driver monitoring. Apart from the kick-off meeting (break-out session), further discussion took 

place through 2 tele-conferences 12/07/2018 and 23/08/2018and numerous email exchanges between 

the partners.  

The main criterium used by WP1 partners during these meetings was the ability for WP9 to use the 

scenarios for testing and validating the effectiveness of new software and hardware components. The 

result is that from the original list of 5 user-scenarios, 2 have been modified. 

Annex 1 shows the product of deliverable D1.1, which are print-screens of Microsoft Excel-sheets. The 

sheets provide the following agreed scenario information: 

• the headline-scenario as defined in the DoA; 

• different sub-scenarios and their respective owner; 

• definition of the threat/attack per sub-scenario; 

• technology and other input involved/provided by partners to strengthen each sub-scenario; 

• a link to the type of demonstration in WP9. 

From this overview, a matrix has been constructed, which will allow each scenario-owner to further refine 

scenarios together with identified partners. Please note that the scenario validation methodology in a 

demonstrator-setting has not yet been defined, as this requires input from WP9, which has not yet started 

its activities.  

nr scenario sub-scenario's Scenario 
owner  

Partners contributing  Link to 
Demo 

Demo 
Owner  

Demo 
contributors 

1 road 
intersection 

1.1 - An intersection 
with traffic lights is 
approached by a 
hijacked truck that has 
no intention to stop.  

TNO CRF, Prove & Run, 
NXP-NL, AVL, HELM  

Demo 1.1 TNO CRF, NXP-NL 

    1.2 - An automated car 
approaches intersection 
which is equipped by a 
road-side system 
providing information 
about vulnerable road 
users. 

TNO CRF, Prove & Run, NXP-
NL, AVL, HELM  

Demo 1.2   CRF, TNO, 
NXP-NL 
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    1.3 - A car approaches 
the intersection with 
current Operational C-
ITS functions for green 
light for priority vehicles 
and GLOSA (Green Light 
Optimal Speed Advisor). 

TNO TNO, AVL SF, HELM Demo 1.3   TNO  

2 Health 2.1 Health status 
Assessment: how 
personal health data can 
be safely and securely 
exploited in an in-car 
environment. 

PHILIPS PHILIPS, Roche Demo 2.1  PHILIPS  SEN, IMEC, 
ROCHE 

    2.2 Driver Monitoring: 
how human-in-the-loop 
automated and 
connected vehicles can 
be securely preserved 
from external threats? 

FICO-
ADAS 

FICO-ADAS, CSIC, 
INDRA, PHILIPS, TST, 
Roche 

Demo 2.2  FICO-
ADAS  

PHILIPS, SEN, 
IMEC, CSIC, 
INDRA, TST 

3 Update the 
vehicle 

3.1 secure OTA SW 
update technology to 
prevent potential 
attacks to ensure correct 
functioning of AD 

AVL-AT Prove & Run, AIT, AVL 
SF, IMEC-NL  

Demo 3.2      

4 Advanced 
access to 
Vehicle 

4.1 Demonstrator is 
reflecting the trend for 
property (vehicle) 
sharing. The traveler 
orders a car in the target 
destination via cloud-
based service.  

IMA GTO, Ubiqu, BUT, TST, 
IMEC-NL, CISC 

Demo 3.1  IMA BUT, Ubiqu, 
GTO, CISC 

5 Rail  5.1 show the technical 
feasibility of a 
virtualization approach 
using hypervisor 
technology. This 
approach will separate 
different safety critical 
applications and manage 
redundancy.  

Thales Thales, AIT, TUKL     
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3 Conclusions 

D1.1 is a first important step in the detailed definition of concrete user-scenarios and use cases that may 

occur in real-life circumstances and to which software and hardware must be developed to ensure that 

the security, safety and privacy protection integrity of a vehicle is maintained. The deliverable shows that 

the main scenarios defined in the DoA have been divided into sub-scenarios and that different 

combinations of partner-expertise are linked to each sub-scenario to further specify the threat(s) that 

each sub-scenario represents to the security and safety integrity of the vehicle. Where possible, potential 

commonalities and specific differences in scenarios have already been identified. This is important for 

subsequent work packages, who need to investigate not only technically optimal solutions, but also 

solutions which are cost-effective in tomorrow’s vehicles. 

D1.1 is a preparatory step toward the finalization of the user-scenarios and sub-scenarios that will be 

presented in D1.2 and which are currently under discussion by the WP1 partners. 
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