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CYBERWISER.eu, in a nutshell

An H2020 Innovation Action aiming to become the 
EU’s reference, authoritative, independent            
cyber range platform for professional training. 

From September 2018 through February 2021.

Featuring an open pilot stream, for you to get to use 
the CYBERWISER.eu platform (for free!) – Book your 
own pilot at https://cyberwiser.eu/content/open-
pilot-stream

https://cyberwiser.eu/content/open-pilot-stream
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Our main end user targets
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Cybersecurity challenges

Increased dependence on ICT systems in any business from any sector.

Increasingly aggressive cyber-landscape.

Need for highly-skilled professionals to cope with the quick evolution of 
the attacks.

It is really difficult to catch up with the black-hat hackers

Need for better training capabilities.
How to train highly-skilled and reliable cybersecurity professionals?
Exercises need to be as immersive as possible
The trainee needs accurate simulations of the environment they will protect, with 
as many details as possible
The trainee needs exercises basing on situations he/she is likely to live in person in 
his real job, in which a quick reaction will be demanded in the context of an urgent 
scenario
These environments are found difficult to afford in general
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CYBERWISER.eu Objectives

Deliver a European 
Platform for cybersecurity

professional training

Innovative cybersecurity
training tools and materials

Create robust  & insightful 
economic models for 
monetary exposure 

assessment to risk in 
virulent cyber climates

3 full-scale pilots in key 
vertical markets &  

education and activate and 
manage the “Open Pilots 

Stream”.

Develop a sustainability 
model for the 

CYBERWISER.eu training 
platform.

Develop and run the 
"Cybersecurity Professional 

Register” to promote 
cybersecurity capacity 

building in Europe

Contribute to the continuous development of a cybersecurity culture across EU society.



Cyberwatching.eu Webinar 29.10.2020      www.cyberwiser.eu    – @cyberwiser           6

CYBERWISER.eu Training Offer
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3 Full Scale Pilots supporting validation

Energy Generation 
And Distribution

Railroad Transport

Professional And 
Academic Training
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Practical use cases application in FSPs

Academic Pilot

SQL Injection
Firewall and Network 
Filtering
Network and Vulnerability 
Scan
Idle Scan
Privilege Escalation
AppArmor Defense
Session Hijacking

Transport Pilot
SQL Injection
Phishing attack
Password Cracking
Red team vs Blue Team (TBD)

Energy Pilot
SQL Injection
Cross-Site Scripting
Phishing Attack
Targeted Malware
Power outage
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CYBERWISER.eu Training Path
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Main feedbacks and results so far 

Pros

More than a 
simple e-learning 

platform

Hands-on testing 
on a real virtual 

machine

Play both 
attacker and 

defender (added 
value)

Generally easy to 
use

Cons

System was a bit 
slow in 

responding

Visualisation 
issues in the 
cyber range

Technical support 
is needed
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Opportunity: the Open Pilots Stream

Complete the form with the requirements of your own Pilot:
https://www.cyberwiser.eu/content/cyberwisereu-open-pilot-scheme

What we will grant you as Open Pilot? 
Onboarding package to use the platform (training material and dedicated interfaces)

Issued credentials to manage the instantiation of the platform for your specific Pilot 

Continuous support by our Team

https://www.cyberwiser.eu/content/cyberwisereu-open-pilot-scheme
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What you will learn: 

Understand what a Phishing attack is, how it is structured, and what it affects. 

Within the Phishing demo session, you will see a real simulation of a Phishing attack, the chain 
of events that it triggers, and its consequences. 

What's in it for me? 

By participating you can: 

• Reserve your place as Open Pilot users of the CYBERWISER.eu solution 

• Present your organisation to the webinar attendees in a dedicated session 

• Discuss the specific needs of your cybersecurity training pilot with the CYBERWISER.eu 
team 

• Meet virtually the cybersecurity experts from all over Europe and build your network 

https://cyberwiser.eu/events/cyberwisereu-webinar-series-3-phishing

https://cyberwiser.eu/events/cyberwisereu-webinar-series-3-phishing
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Thank you for your attention! Questions?

Main contact:

Niccolò Zazzeri, n.Zazzeri@trust-itservices.com

WP6 Leader


