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Italian Financial CERT

CERTFin – Italian Financial CERT is a public-private 
partnership initiative targeted to enhance both the ability of 
banking and financial operators to manage cyber risks and 
the cyber resilience in the Italian financial system.  

What is 
CERTFin?

Who can 
participate?

The participation to CERTFin is open, on a voluntary base, for every 
operator of the national banking and financial sector: payment 
service providers, banking and financial intermediaries, insurance 
companies, market infrastructures operators, services centres and 
providers of services technologically relevant for the sector.

CERTFin was established on 1 January 2017When is it 
born?



Governance

Strategic Committee

it sets the CERT's governance policies and industry 
development guidelines in response to trends in 
fraudulent phenomena and cyber-attacks

Steering Committee

it directs operational management of the service offered 
to the Constituency and provides an overview of the current 
situation and its impact on the industry

Operational Directorate

it is responsible for CERTFin's operating activities, record-
keeping for committees and managing participants

Virtual Team

group of members that actively contribute with own 
resources to the CERTFin operation, under the 
coordination of the Operational Directorate



Services & Activities

Participation in UE projects 
instrumental to the 

improvement of 
services and skills

Realization of periodical 
awareness campaigns 

for the final user

Research Center
focused on 

Business Continuity

Working Group 
focused on 

Insurance Market

Community periodical meetings 
facing frauds and attacks analysis

but also regulatory and 
technlogical insights

Cyber Knowledge and 
Security Awareness

Collecting and Real 
Time Infosharing

through MISP

FinISACEmergency Center

Supporting the 
resolution process

when an incident occurs

Threat Intelligence

Analysis and definition 
of the Threat Landscape 

Scenario for the 
Italian Financial Sector

EU ProjectsAwarenessBusiness ContinuityCyber InsuranceAI HUB

Working Group 
focused on AI 

applied to Cyber Security



CERTFIN’s Network

LEA

International 
CERTs

Telco Providers

Constituency

International Organizations

International 
Communities

National Competence
Centers



Threat Intelligence Feeds

CERTFin MISP Instance

MineMeld Instance

CERTFin Member

MISP Instances

CERTFin Member

MISP Instances
CERTFin Member

MISP Instances

CERTFin Member

MISP Instances

MISP as a service

CERTFin TAXII Feed

Constituency

International 

Network

Direzione 

Operativa

million of IOC shared15 Events managed320k

The MISP Platform
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Our Challenge for the Future

•
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Setup a Financial CERTs global infosharing networkSetup a Financial CERTs global infosharing network
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Thank You!

Defend. Inform. Evolve.

For more info visit www.certfin.it or write to ricerca@certfin.it


