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CITADEL Objectives

@ Build upon BMILS and EURMIILS accomplishments toward
Progressive MILS vision for adaptive MILS for protecting
critical infrastructures

® Specific technology objectives
® Declarative languages
® Compositional verification
@ Configuration monitor synthesis
® Assurance cases for dynamic systems
® Dynamic MIL§ reconfigurable MILS platform
® Enforce configuration change policies atdueprints
® Adaptive MILS adaptive MIL®ased systems
@ Monitoring framework
® Demonstrations in industrial contexts



eZbyberwatching.

RS Beyond Statenf-the-Art

Develop an architecture description language able to express dynamic
architectures and essential properties to provide basis for verification

Apply wellestablished techniquesom Aerospaceincludingdiagnosability
FDIR analysis, and observer synthesis to fault/attack detection in
communication channels and their impact on safety and security of critica
infrastructures

An integrated formal compositional verification framework, employing vari
verification techniques, to verify functional, safety and security properties
reconfigurable systems

Assurance framework integrating language for dynamically changing
architectures with runtime assurance of -@oing operations and maintenance
of certification objectives during configuration change

Reconfigurable MILS platform including system software and networking

Generation of target configurations to achieve desired properties and synthesis
of reconfiguration plans that maintain necessary conditions

Foundations for certification of adaptive systems in critical infrastructures

CITADEL Project Overview



Industrial Demonstrators

Railways Manufacturing
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Adaptive MILS for
Critical Infrastructure Protection

More info: www.citadetproject.orqg

CITADEL Project Overview
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YOU ARE WHAT YOU KEEP!
A Secure Cloutdentity Wallet

CREDENTIAL
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CREDENTIAL Visiol®&jectives

Thevisionof the CREDENTIA&bnsortiumisto develop,test, and showcasennovative
cloud-basedservicesfor storing, managing,and sharingdigital identity information
and other highly critical personaldata with a demonstrably higher level of security
than other current solutions

strong hardwarebased + novel cryptography
multi-factor authentication (proxy re-encryption,

YIfftSlIofS a Y I

April 26, 2018



Next: Piloting& Standardization

eBusiness Pilot
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CREDENTIAL Takeaway Ambition

Development of a
privacy-presercingdifiednd-to-end authentic

platform for
secureidentity provisioninga

Achieved by advancing novel cryptographic technologies and improving
strongauthentication mechanisms
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CIPSE{ aNutshell

Orchestratesecurity productsand services
Coversecuritygaps in IT/OThetworks

: : L Multi-domain application
Technologieswithout compromising Highlymarketable product (TRL 8)

their security Alignmentwith policiesand standards
CHALLENGES OBJECTIVES

ENDUSERS CIPSEC RESULTS

Baselinereferencearchitecture FRAMEWORK OF PRODUCTS AND SEF

SIEM - Vulnerability

applicableto a wide rangeof verticals N ———

Threeuse cases: detection Identity access

- Health JammerDetector Antimalware
- Railway Integrity MGT Forensistools
Anonymization Continencyplans

- Environment Honeypots Trainings

First Cyberwatching.eGoncertationMeeting¢ 26" April 2018 16



CIPSEC Projauxt steps

®So far

@®Consolidated architecture
@First prototype software release
@Initial pilot deployment

@For the final year
@Final prototype software release
@Final pilot deployment
@ Testing and validation
@Exploitation & business models



CIPSECbllaborationopportunities

® Collaboration with synergistic projects
® MF2C, WISER, SMESEC, CYBERWATCHRICRBEISAINTS

® Participation in Forums

® PPPs
@ ECSO, Big Data Value Association, 5G PPP, FI PPP

@ Transportationfocused:
@ ETSI Intelligent Transports Forum, Gerral

@ Other
@ US NIST CIP Cybersecurity Standards Forum

® Workshops
@ Barcelona (May 2018), Heraklion (Septemb@i8- RAID 2018)

@ Trainings
@ Frankfurt (October 2018), Torino (early 2019)
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FORTIKA

yber Security Accelerator for trusted SMEs IT Ecosystems
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FORTIKA Proje@bjectiveschallenges

& resultsfor endusers

® Objectives

@ Cyber security solution for small
businesses

® Securityby-design approach for
Integration of HW/SW with
business needs and behavioural

patterns

® FORTIKA marketplace ecosyste .
for provision of virtualised securi B W |
services P

® Challenges and results for end users
® minimize the exposure of SMESs to cyber security risks and thres
® help SMEs to successfully respond to cyber security incidents

® cybersecurity solution through hardwarenabled middleware
security layer

® encourage security friendlyehaviouraland organizational change



FORTIKA Projegéext steps&
collaborationopportunities

® To provide a first version of the core security
components

® Development of the FORTIKA marketplace
® Evaluation of the solution through five major

types of SMEs (support from 2 local SME/IC
clusters and 1 EU alliance)
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KONFID

Secureand Trusted Paradigmfor Interoperable eHealth Services
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o\ Ugpwatching. KONFID@rojectObjectives,
challenges: resultsfor enduser:

n cybersecurity & privacy

#® Enhancement of trust and security in interoperable
eHealth services

® Crossborder exchange of Patient Summary and
ePrescription

@ Holistic secure solution (storage, dissemination,
processing and presentation layers)

@ Intel SGX security extension

@ Blockchain-based logging and consent management
Homomorphic encryption

@ Photonic encryption key generation

@ Security Information and Event Monitoring (SIEM) elDAS
compliant elD



oy lggiatcning. KONFID@rojectnextsteps
collaboratioropportunities

® First component prototypes (May 2018)
@ Hirst integrated prototype (October 2018)

® First pilots in Italy, SpainandDenmark
(November-December2018)

@ Collaboration opportunities
® Oneof the six KONFIDQ@echnology pillars

#cHealth data exchanges



MITIGATE: a Dynamic Risk
Management System for protecting
SCS from cybezriminal activities
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The MITIGATE Research EU Project !

MITIGATE

MITIGATE stands for Multidimensional, IntegraTed, risk
assessment framework and dynamic, collaborative risk
manaGement tools for critical information infrAstrucTrures
and Is a collaborative research project co-funded by the
European Commissionsunder its Researchand Innovation
program Horizon 2020

MITIGATBfficial website

http ://www _.mitigateproject.eu/
MITIGATEystem

http ://mitigate .euprojectsnet
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A SupplyChainServicg(SCSis. . .

acomplexnetwork of interconnected
businesgartners,includingall the
information, processesand assetsequired
for the movementof goodsandthe
performanceof services

Maritime transportis. . .

the backboneof international trade anda key
enginedrivingglobalization around 80 per
cent (80%) of global trade by volumeand
over 70 per cent (70%) by valueis carriedby
seaandis handledby ports worldwide!

laccording to the United Nations Conference on Trade and Development (UNCTAD2012)
http://unctad.org/en/pages/PublicationWebflyer.aspx?publicationid=1374
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SCS 2 : Vehicle Transport Service
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purchase vehicles
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Interruptions

The smooth operation of Supply Chain Services
(SCS) could suffer from interruptions
and delays due to

V businessandfinancialfactors

(e.g. frequent change in business partners leadership, demand
uncertainty)

the exploitation of physicalthreats (e.g. bombingof a storageroom)

the exploitation of cyberthreats (e.g. gainingunauthenticatedaccess
to analarmsystemand changinghe alarmsettings)

In the modern competitive digital maritime markets, where the

provision of a SCXependsmore than ever upon interrelated cyber

assets(e.g. networks, equipment, software, digital data), internal and

externalemergingcyber risks have becomethe main causeof a SCS
disruption.

< <
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Theestimation of securityrisksin Maritime & LogisticsSC3elieson:

® the | 0 0 bioBeN(®gi terrorist, disgruntled employee and insider, state or
non-state Hackerhobbyist,hacktivistintruding for political reason)

® the prominent cyberattack vectors (e.g on the communicationstack, hardware,
software,UDPport, applicationlayer)

® the causesof vulnerabilities (e.g misconfigurationof the wirelessdevices,high
level of interdependency among transportation infrastructure systems,
deficienciesin securitycontrols aslack of cryptographypoliciesusedin industrial
communicatiometworks)

Supply Chain security risk assessment methodologies contributewards the
identification of

V the physical and cyber risk®f the supply chains
V the individual business partnersnvolved

How can we record the prominent business partners that are participating within the
Port Supply Chain Service?

How can we visualize the physical and cyber risks lurking in Port Information
Infrastructures ?



@2l Vlerwatching.
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Themaingoalof MITIGATES
to realize a radical shift in risk management methodologies for the maritime sector towards a
collaborative evidencedriven Maritime Supply ChainRisk Assessment(g-MSRA)approach that
alleviatesthe limitations of state-of-the-art risk managementframeworks.

TheMitigate systemis

an effective, collaborative, standardsbased risk management (RM) system for B 1 O Orificl
Information Infrastructures (ClIs), considering all the threats arising from the supply chain,
includingthreats associatedwith port Clisinterdependenciesand associatedcascadingeffects.

MITIGATE MITIGATE MITIGATE
Relational DB NoSQL DB Pub-Sub Queue .. . .
Most critical MITIGATE system functionality:
the inference of theoptimal defensive
strategy regarding the protection of one
assetcalculated using ayjame theoretic
I ]‘ approach (taking under consideration all the
possible graph traversals and vulnerabilities
1 I identified per asset). A
Control flow for the = —-
Game Theory Strategies, Payoffs
subcomponent in th8  processing Oorimat Stratenias ey A
MITIGATE system Worst Case Payoff

MITIGATE
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Goals

How

What
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Integrate MITIGATE

RM System

= Adherence to
Standards (e.g.
1S027000,
1S028000, ISPS

* |Integrated
mathematical
Instruments,
Risk Models,
BigData
Analytics

*  Enhancement
of available
Solutions (e.g.
CYSM) in the
Cloud

Integration and

Enhancement of mature

Solutions for Risk
Management

Deploy and validate in
real Conditions

Deployment of
MITIGATE
System
Involvement of
>=500
maritime
Stakeholders
at six EU Ports
Continuous
technical
Support and
Service
Improvement

Pilot Operations across five
pilot Sites (Ports)

Novel Risk Management (RM) for portcritical Information Infrastructures

Best Practices and
Blueprints for wider

Use

= Evaluation
from
Stakeholders

= Business,
technical,
organizational
Evaluation

= Consolidation
of best
Practices

»  Contribution
to NIS
Platform

Documentation of
scaleable Practice-
Contribution to NIS

Sustainability and
Market Take up

Collaborative evidence-based Risk Management System for dynamic maritime Supply Chain

Best Practices
for
Replicability
and wider Use
Business
Modelling and
business Plans
Preparation
Pre-Marketing
and
Presentation
to<=20EU
Ports

Market Take-Up and wider

Sustainablitity
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Commercial Ports

QUESTI@N:[How canwe identify eyber, physiaabercombinethreats???
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SAURONScalablenmultidimensionAkitUatior
awaRenessOlutionfor protectiNgeuropear
ports

The vision of SAURON is to provide a multidimensional yet
installation -specific Situational Awareness platform  to help port
operators anticipate and withstand potential cyber, physical or
combined threats to their freight and cargo business and to the
safety of their employees, visitors, passengers and citizens in the
vicinity .

Saureon
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Spanish Army Friendly Force Tracking (FFT) system.

Intrusions and Anomalies Detection Systems

Evidencedriven Maritime Supply Chain Risk Assessment (MITIGATE Methodology)
MEDUSA Supply Chain Risk Assessment Methodology

CYSM: Collaborative CyHelnysical Security Managemesystem

Ad d Cyber "

ity
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Ce Netw©
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290 T A o8
Emergency Population /y i : % Emergency Population
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PrivacyrElagPreject
Objectives and/challenges

Objectives

PrivacyFlag(PF) cambines,crowdsourcing, 4CTtechnolegy-and-degal expertise totprotect citizen |
when visiting\websites;susing .smdgothone applications; orliving in-a:smart,¢ciby leveraging user
friendly solutions provided assmartphone applicationaweb-browser addon and apublic website

It develops ahighly scalable privacy monitoring and protection soluti@s well as global knowledge

database of identified privacy riskgogether withonline servicego support companies and other
stakeholders in becoming privaéyendly.

Furthermore, itcollaborates with standardization bodieand itdisseminates towards the public and
specialized communitiegsuch as ICT lawyers, policy makers and academics).

Challenges

Provision of a-new-paradigm fof privacy:risk assessment;combining:

A crowdsourcing modedf risk identification and evaluation;

a UniversalPrivacy Risk/Area. Assessment Methodology (UPRAAM)

Distributed -agent$o monitor, assess and inform on the privacy risk level of any application;

C.dzE fory by 2 M @pYiAcl thelinAl 2 yfar selvef édonnedidh; 1 O G SOKy2f 238
Legal-expertiseinprivacy andpersonal-data protection;

Personal datavaluatiom mechanism

Avoluntary legabbinding mechanisior companies located outside of Europe.



Privacy-ElagPreject
Resulltsforcendusers

Three useifriendly and freely available tools for citizensncluding an Android application, an add
for their Internet browsers (both enabling users to monitor/identify threats on their privacy) and a
public website.

Distributed crowdsourcing privacy monitoring platforngnabling the crowd to mutualize their efforts
and resources by running a local application.

Universal Privacy Risk Area Assessment tool and Methodo(dulﬂRAAM) for evaluating the level of
NAA]l 2y LINAGFOeé |yR LISNBRZ2YIFT RFOF LINPUSOGAZ
norms/standards.

Privacy enablersntegrated into the application and browser adah for privacy risk assessment and
traffic analysis/protection.

Global knowledge database on privacy risk&lexing websites, smartphone applications and IoT
deployments, fed by the crowd (applying the UPRAAM), by alerts received.

Voluntary Compliance Commitment tool (VCGEabling any company or public administration to
formally and publicly commit/abide to respect the European standards, even if located outside of
Europe.

Online resourcedo improve privacy.
In-depth privacy risk analysis chne tool for experts

Labelling and certification procegsroposed to companies with solutions fully compliant with the
privacy requirements.

Standard on privacy labellingy exploring the possibility to cooperate with tESOs



Privacy-FlagProeject
Next steps:& collaborationopportunities

® Privacy Flag has already developed and tested a platform providing severalugedly
and freely available tools to the citizens to be accessed as:

A anaddonin their Internet browsers;
A anAndroid applicatioron their smartphone;
A apublic website

® Furtheractions aimitocextend the:applicability, of those toolsand pramotedheir-:usage in
wider framework, accessing more enasers and potentially offering
updates/enhancements, where relevant.

@ [n addition,PrivacyrFlag has«developedv@luntary Complianece Commitment:Tool (VCCT
enabling anyccompany on public;administration to formally,and publicly-commitiandabic
to respectithelburopeanistandardsy even dif-locatedroutside of (zurdpas will remain
active

® A legalentity thas beendormulated withinrthe rRrivacy:Flag eonsortiuim aiming t
support the longterm maintenance-and-exploitation ofithe platform.
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ProjectObjectiveschallenges
resultsfor endusers

® Building a MixNet Infrastructure for Europe,
by creating a European mnetwork open
source codebase and infrastructure.

® Use cases
® e-Voting

® Privacypreserving data collection for processing
In the cloud

@ Privacypreserving email messaging



Projectnext stepsé& collaboration
opportunities

®Make the deployablenixnetframework
publicly available

® Further building an open source development
community around thd?anoramiXramework

® Exploring options for financial sustainability
of the code and framework
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From Real-world Identities to
Privacy-preserving and Attribute-based
CREDentials for Device-centric Access Control

Concertation Meeting @Cyberwatching.eu
Brussels, April 26

Bharadwaj Pulugundla, MBA
Manager Digital Innovation,

Verizon Enterprise Solutions
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ReCRED Consortium

AProject funded by EU under H2020
Acall Identifier: H2020-DS2-2014-1

verizon’
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ReCRED Context

8 . 5 billion Mobile connections

5 " 09 billion unique subscribers
2017 Data Breach

$ 1 " O 6tri|lion Revenuelyear Investigations

Report

Executive Summary

8 . 4 billion Connected "Things" Will Be in Use in 2017*

8 1 /Oof confirmed data breaches involved leveraging weak,

default or stolen passwords.

verizon

Source: https://www.gsmaintelligence.com/
*Gartner

verizon’
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Re CRE Ddak

ATo promotetheus er 6s per sonaltotmeorole df aundiedv i c e
authentication and authorization proxy towards the digital world.

4. Lack of support for Attribute
based access contol

1. Password overload 2. Identity Fragmentation 3. Lack of real-world binding

i
P ‘.[,j (=== Us
User N ]

verizon’ o



ReCRED concepts

- 4a—- g

AUser to Device & Device to Service authentication

Binding digital Identity with Real-world Identities

—

Account less access through verified identity attributes

(eg. Age, location etc)

verizon’ o



ReCRED reference Architecture

verizon’

Device centric
authentication
using FIDO Alliance

standards

Secure
storage
employing

Trusted Execution

Environment
(TEE)

Biometric
and behavioral
authentication

REORED

QO

Single
SignOn
(SS0) based on
OpenlD Connect

Anonymous
access

using Idemix
&U-Prove



Re CRE Dadopted Technologies and Standards

OpeniD @ TM 4 OPEN

certSIGN.

gateSAFE

vrro R
peeudonymily for e-transaciioas
nBarrUST E&F

s)penLDAP Edopata quercus™ M.__,SQL &lask S||m

ARMTRUSTZONE

N

mobile
connect

verizon’



Re CRE Dadaption of FIDO

e.g., e-Bay

e.g., Bank eg., Facebook
Remote Access
Protocol

(PKI-based)

Local
Authentication
Protocol

Behav. Signature
Auth.
Authority

J e.g., Telco
' Behavioral Signature

(e.g.location pattern)

"~ DBof
Signatures

Remote Authentication based on
physiological behavioral biometrics

Local Authentication based on physiological
and behavioral biometrics

?
I
|
I
I
I
|
I

% Trusted Execution Environment

(iﬁneon AM&E'!?Q?S ARM Google Bankof America %% ( ,

' PayPal <P VISA “)

verizon’

MasterCard

53



ReCRED Pilot Use Cases

Identity
Aquisition
&

Consolidation

Pilot 1. Device-centric campus WiFi and
web services access control

Pilot 2: Student authentication and offers

Pilot 3: Attribute-based age verification
online gateway

Pilot 4: Financial services T microloan
origination

Financial
Status
Proof

verizon’



Re CRE Ihamvation

1. Device-centric Authentication, Password-less experience,
FIDO UAF

2. Fine-grained control of identity attributes to be revealed
(ABAC)

3. FIDO + OpenID Connect Integration

4. Support for privacy-preserving ABAC (Idemix, U-Prove, CP-
ABE)

5. Biometrics and behavioral authentication
6. Single Sign On (SSO) with federated identities
7. Enhanced security & privacy by employing the crypto functions

and secure storage of TEE Hison
8. Unlinkability & untraceability Iovacion
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Where to find more information

verizon’

Awww.recred.eu
ALinkedin:: ReCRED - H2020

AFacebook:https://web.facebook.com/ReCRED-
393935714133064/

ATwitter: @ReCRED_H2020

ADBIR REPORT:
http://www.verizonenterprise.com/resources/repor

ts/rp DBIR 2017 Report en xqg.pdf
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http://www.recred.eu/
https://www.linkedin.com/groups/8470632
https://www.linkedin.com/groups/8470632
https://www.linkedin.com/groups/8470632
https://www.linkedin.com/groups/8470632
https://www.linkedin.com/groups/8470632
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf

Thank you.

verizon’



ReCRED reference Architecture
K Service Providers (Verifiers) \

Web Application

Access control policy

N
ReCRED Daemon

Behavioral profile verification,
Federated login
(OpenlD Connect, OAuth)

Yy vY

/ Behavioral Authentication
Authorities
(Telcos, WEDIA, etc.)

ReCRED Daemon

Behavioral profile
capture module

Behavioral profile
verification

FIDO Server

& j

FIDO, Federated login (OpenID Connect, O.

o

FIDO PABAC, Federated login (OpenlD Connect, OAuth)

/ User Device \

Human-to-device Authentication

ReCRED
Extensions

Captured Behavioral profiles
(.9., typing pattern)

Fedarated login
(OpenlD Connect, OAuth)

/ ID consolidation service

-

e

Authl,

Autr

Federated login
(OpenlD Connect, OAuth)

Credentials
issuance (ABAC)
4 1

[ Identity management service

~

J

ReCRED Daemon

Cryptographic Behavioral profiles
credentials store capture module

ﬂlltl-lachr Authentication mechnnlmN

FIDO Client

FIDO Authenticators

o q Behavioral .
/

Recovery and backup authentication J

FIDO, Fedarated login (OpenID Connect, OAuth)

—/ 1D providers \

Behavioral profiles
\ Database /

verizon’

Second-factor TYILETS
Authentication Latch ___) (e.g., Universities)
Authorities reference .
Fedarated login
~ (OpenID Connect, ReCRED Daemon
Cryptographic credentials issuance OAuth)
and revocation <% 2
’ Identity attributes °::an';::'°
Identity attributes store and glorage e
K management
FIDO Server
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Marco Stegeil(Virtual Vehicle)
SecureCOnnecflrustable Thingg SCOTT
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SCOT DODbjectives, Challenges & Results

® Createtrust in wirelesssolutions, by
® Increasingheir social acceptance
@ Bringout the full potential of the loT

® Security Safety, Privacg Trustability
® TrustableConnectedThingsTrust Framework
@ Security ClassesMeasureable security & privacy
@ Privacy I1oT. applicability ofPrivacy Labels
@ Security and Privacyn system design processes




SCOTT: Next stepsc&llaborations

® ApplyTrust Frameworkn 6 industrial domains
@ Trust Assessment Trust Assurance

® ApplySecurity Classesnd Privacy Labels
multi-domain, technical use cases

® Collaborations
@ AIOT] Partneringlrust,ZekerOnline
@ Standardisation: 1ISO 26262, 3GPP, 5G PPP, etc.
@ Open for collaboration with other initiatives!

'y ]
s ]

é | (] F

LA/ L LJI

Secure Connected Trustable Things
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l h g Concertation Meeting

on cybersecurity & privacy Brussels, Belgium

Marco Stegei(Virtual Vehicle)
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First Cyberwatching.eu

l h g ConcertationMeeting

on cybersecurity & privacy Brussels, Belgium

Xabier Larrucea @l w G
SHELD @ 4 B
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SHIELD Proje€Cibjectiveschallenges
& resultsfor end users

SHIELRims to create ampen and extendable security architectur®penNCP
supported bysecurity mechanismsand privacy by design modelling and analysis
tools to provide systematic protection for thetorage and exchangef health
dataacross European borders, subject to control by the data subjects, compatible
with existing regulatory frameworksensuring theorivacy, availability and

correctness of the datavhile improvingtrust of patientsin the security of their

dataand its use to address their needs.



SHIELD Proje€Cibjectiveschallenges
& resultsfor end users

® O1) Systematic protection of health data against threats and cyber
attacks

® KRO1: Knowledge base of generic security issues that may affect a system

® KRO02: Tool that provides an automated analysis of data structures in order to
identify sensitive elements that may be vulnerable to specific threats.

® KRO3: Security requirements identification tool
® (0O2) Definition of a common architecture for secure exchange of health
data across European borders.
® KRO4:SHIELDpen architecture and open secure interoperability API
® KRO5SHIELDPSec)DevOps tool
® (0O3) Assurance of the protection and privacy of the health data
exchange.
® KROG6: Data protection mechanisms.
® KRO7: Privacy protection mechanisms.



SHIELD Proje€Cibjectiveschallenges
& resultsfor end users

@® (O4) To understand the legal/regulatory requirements in each member
state, which are only partly aligned by previous EU directives and
regulations and provide recommendations to regulators for the

development of new/improved regulations
® KRO8: Legal recommendations report.
@® (O5) Validation ofSHIELDN different pilots across three Member States

® KRO9: Pilots
® KR10: Best practices



SHIELD Projenext steps&
collaborationopportunities

® Collaborations:

@ KRO1: Knowledge base of generic security issues that

may affect a system

® KRO2: Tool that provides an automated analysis of data, SecurityAnalysis
structures in order to identify sensitive elements that

may be vulnerable to specific threats.
KRO3: Security requirements identification tool

KRO4 SHIELDpen architecture and open secure«— OpenNCP

interoperability API

KRO5SHIELDSec)DevOps tool <

DevOps

KRO0G6: Data protection mechanisms.

KRO7: Privacy protection mechanisms.
KRO8: Legal recommendations report. GDPR
KRO9: Pilots

KR10: Best practices

Experiences

First Cyberwatching.eGoncertationMeeting¢ 26" April 2018 67



SHIELD Projenext steps&
collaborationopportunities

® Collaborations:

® Cyber security challenges applied to eHealth
® Cyber Threats

@® Audits

@ Security Analysis

@® Conferences



First Cyberwatching.eu

l h g ConcertationMeeting
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Rodrigo Diaz Rodriguandrigo.diaz@atos.net
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mailto:rodrigo.diaz@atos.net

SMESEC challenges

SMEs and cybersecurity

680/0)f SMEs have no systematic approach for ensurir

cybersecurity

600/0)1‘ all cyberattacks and data breaches in 2016 are

aimed to SMEs

40cy0)f SMEs would struggle to recover from data loss

and 20% would not be able to

First Cyberwatching.eu Concertation Meetmg6h April 2018 E SMES

EC
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SMESEC objectives

Define cybersecurity guidelines
Cybersecurity recommendations
Discover threats and vulnerabilitie¥

Solve cybersecurity issues

Protection using various commercial
heterogeneous security products

Provide solutions for the detected threats

Cybersecurity training activities

_ Guidelines and recommendations
Restricted budget for cybersecurity awareness
Multiple SME environments

SMESEC



