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Financial Sector Infrastructure Cyber-Physical Security and Regulatory Standards Workshop

December 14t, 2020 (10.00-13.30) CET - Webinar
Hosted by the Critical-Chains Consortium

Session 1: Integrated Cyber-Physical Security & Accountability for the

Financial Sector: The Critical-Chains Paradigm

10:00 - 10:10 | Welcome and Overview of the Workshop, Ivan Tesfai - RINA Consulting S.p.A., Critical-
Chains

10:10 - 10:40 | Authentication & Accountability Models in Financial Flows, Prof. Atta Badii & Dr Alper
Kanak, University of Reading, ERARGE, Critical-Chains

10:40 - 10:55 | eiDAS- Compliant Authenticated Access to the Critical-Chains Framework using the
National Digital Identity (SPID), Massimiliano Aschi, Poste Italiane, Critical-Chains

10:55-11:10 | Fintech Cloud Environment Trust & Security Challenges, Kristo Klesment, Guardtime,
Critical-Chains

11:10 - 11:20 | Q&A

Session 2: Regulatory Harmonisation & Compliance

Technological Enablers for the Financial Sector

11:20 - 11:35 | Digital Identity and the Biometric Pattern as a Key Factor in Authentication,
Karmele Garcia, EVERIS, SOTER
11:35-11:50 | Regulatory Disharmony & Disruptive Technologies in the Financial Sector
David Goodman, Trust in Digital Life, CyberSec4Europe
11:50 - 12:05 | Cyber Security Awareness: A Pre-emptive Move Against Cyber-Threats,
Laurentiu Vasiliu, Peracton, CS-AWARE
12:05 - 12:20 | Artificial Intelligence, Data Protection & Cybersecurity in the Fintech Sector, Paolo Balboni,
ICT Legal Consulting, Cyberwatching
12:20-12:30 | Q&A

Session 3:

12:30-13:30

Financial Sector Challenges (Regulatory, Security-Privacy Protection, Training)

Panel Discussion: Stakeholders (CaixaBank, Cyber-Security Project Coordinators, Subject
Matter Experts)

Moderator: Atta Badii (Critical-Chains)

Themes:

e Financial Sector Infrastructure Cyber-Physical Security-Privacy Protection Challenges
Financial Services Regulatory & Compliance Challenges (PSD2, eiDAS, GDPR, AML, NIS)
e Cyber Security & Compliance Training Challenges
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