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About Commsignia

Commsignia is a global automotive TIER2 V2X solution provider with HQ in Santa Clara, CA, USA and development office in Budapest,
Hungary. Commesignia is also a supplier of V2X roadside units worldwide. We have 8+ years experience in delivering market leading
products for vehicular communication stack, security stack, fusion and safety application solutions.
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What is V2X?

* Dedicated

« “Short” range
* Low latency

« Cooperative

« Safety relevant

commsignia
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V2X generations
» Agreed set of services
*  Minimum requirement Basic Awareness

« Set of standards and profile(s) Advanced awareness and perception

Coop. maneuvering

Cross-industry agreement

commsignia
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The “common language”: secure protocol messages

defined by standards to enable sensor data sharing N ys  Intersect (l@/.)
0 g erts .
among multiple brands of vehicles on
ETSI CAM  DENM D'i';‘lM' g"APv Probe
- Basic state and dynamic information (e.g. CAM) S

TIM (SRM, Manage
- W\ BsS™M RSA RSA  SSM)  ment
« Event or area-based notifications (e.g. DENM)

» Infrastructure services, including intersection state

The Application: Defining the end user experience
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Euro NCAP

Implementation

Protocol Release

Start

Timeline

dVWOY0Y¥ 52/02 dVIN 0dn3 @

Stat () Protocol Release || Implementation 2018 2019 2020 2021 2022 2023 2024 2025

ROADMAP 2020

AEB VRU cyclist — m— ittt eI I EI YN

Far-side protection

Mobile progressive deformable barrier —

ROADMAP 2025 — SAFETY RATING

Driver monitoring

AEB VRU pedestrian - Back-over

AEB - Junction & Crossing

Pesesnressenrranrann

AEB - Head-on

Automatic Emergency Steering N T A

Vax

Whiplash/Rear-end Crash Protection

Revised subsystem for pedestrian & cyclist

Rescue, extrication and safety

Prrssnrrssenrranrrane

Child presence detection

ROADMAP 2025 — AD

Grading of AD functions
S PP eI 00 esetesieses  SeseIeEsEseIIRINseLs  SsevsasesevarUN e N
Communication only Proposal to release updates out
based on first ideas of phase with overall rating

Source: https://cdn.euroncap.com/media/30700/euroncap-roadmap-2025-v4.pdf C m m Si g n ia
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How do we get there?

INFORMATION
DISSEMINATION

AUTOMATION

Static
Navigation

Status Data
Sharing

Connected

Driver
Assistance

Real-time
navigation

Sensor Data

Sharing
Cooperative
Conditional
Partial Automation
Automation

Real-time Local
Cooperative Perception

Intention Data Sharing

Coordination
Data Sharing

Automated

High Automation

Full Automation

Navigation Evolution
Connectivity Evolution
Connected Automation Evolution

Standalone Automation Evolution

Cooperative
Control

Collective

Coupled
Automation
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The plan

HIGHER QUALITY
OF SERVICE
Sy PENETRATION

*RELIABILITY
*FUNCTIONAL SAFETY

commsignia
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The plan

* Deployment

» Penetration

* More services

« Higher quality (of service)
« Security
+ Reliability

* (functional) safety

Volkswagen Safety Technology
Rewarded by Euro NCAP

18™ March 2020

Today, Euro NCAP rewards Volkswagen's ‘L ocal Hazard Waming' system with an ‘Advanced’
award._

Volkswagen's car-to-x communication system becomes the first
technology to be rewarded by Euro NCAP in nearly six years. The
technology, fitted as standard to the Golf 8 and to future ID models,
allows cars to communicate with each other and with properly
equipped road infrastructure and emergency vehicles to give the
driver advanced warning of local safety hazards. Using ITS-G5
technology, cars equipped with the system can transmit a_signal to
others if they have broken down or have stopped_suddenly and
present a safety risk. Other manufacturers are also considering equipping their vehicles with ITS-G5
technology and, in time, it may be passible for drivers to receive advance warning of motorcycles and
tractors.

Source: https://www.euroncap.com/en/press-media/press-releases/volkswagen-safety-technology-rewarded-by-euro-ncap/

commsignia
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The plan

Deployment
Penetration
More services
Higher quality (of service)
« Security
+ Reliability

* (functional) safety
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The plan
* Deployment
* Penetration

* More services

« Higher quality (of service) oo - M
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) Security 4/4{ ;.1*" 5 ): ................................................................. )
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* (functional) safety
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The plan
* Deployment
* Penetration
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https://youtu.be/1YrGpXyLhnY?t=114
https://youtu.be/1YrGpXyLhnY?t=114
https://youtu.be/1YrGpXyLhnY?t=113

Collective perception
— not just for vehicles

commsignia
Commsignia dual-mode roadside unit 22



CPM advanced features A RT

recise and Robust Positioning
for Automated Road Transports
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The PRoOPART project has received funding from C m m S i g n ia

the European GNSS Agency under the European
Union’s Horizon 2020 innovation programme 23
under grant agreement No 776307.
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ARI

Precise and Robust Positioning

for Automated Road Transports.

—
The PROPART project has received funding from
the European GNSS Agency under the European

Union’s Horizon 2020 innovation programme
under grant agreement No 776307.

commsignia
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File View

00:00:000/00:00:000  ee—

The PROPART project has received funding from
the European GNSS Agency under the European
Union’s Horizon 2020 innovation programme
under grant agreement No 776307.

@ PRoPART

Precise and Robust Positioning
for Automated Road Transports
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FROFART Froject ntroducticn Mavie

https://youtu.be/l- zZWrsLr-4
Watch the video on Youtube
or visit propart-project.eu

commsignia
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https://youtu.be/l-_zWrsLr-4

The plan

Deployment

Penetration

More services

Higher quality (of service)
« Security
» Reliability

* (functional) safety

commsignia



Lets talk about:

TRUST

commsignia
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The plan

* Deployment

» Penetration

* More services

« Higher quality (of service)
« Security
* Reliability

* (functional) safety

SAFERtec has received funding from
the European Union’s Horizon 2020
research and innovation programme
under grant agreement no 732319

=
=

SAFERtec
Assurance
Framework

3
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SAFER
TEC

www.safertec-project.eu/

Products

ADV AGD AOP
- Official/standardized ITS Protection Profiles Rl iype al
CARSEM - Evaluation tasks done in parallel (incl. cite certification) 3 Lame s .
 Limited official and accredited bodies involvement - Lower costs (30%) and shorien evaluation time (40%)
developper & Evaluator Evaluator
Evaluator .
. Conformit B - KPSL
e iy - Products
 Testing tools :Tw];“aly!“ - System con]
ETSITR 102 893 (TVRA)  ETSI TS 102 940 ETSITR 103 061-1 &2 ETSITS 103 096-12.3
180131111 150 131111 .
15026262 150 26262 ..
EBIOS, Tropos, PriS. . Nessus. seripts .

commsignia
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The plan Misbehavior detection

* Deployment

° Penetl’ation Proximity P|aUS|b|||ty  Algorithms check consistency between RSSI and CAM/BSM based

location information (optionally fused with sensor data).

* More services

- - : « Path prediction based on location information, consistency checking
Motion Val |dat|0n (no jumps, unrealistic speed, etc.)

« Higher quality (of service)

. CO ntent and « Check that message sending and contents are in accordance with the
« Secu r|ty Message Verification standard (e.g., CAM frequency v. speed).

* Reliability

etc.

* (functional) safety

commsignia
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Industrial cooperation

=

—L=GECREDAS

Digital Privacy

Safety & Security

https://secredas.eu/

commsignia

SECREDAS has received funding from the Electronic Component Systems for European Leadership Joint Undertaking under grant agreement nr.783119. This Joint Undertaking receives support from the European ECSEL 31
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Next services on the roadmap:

Platooning and Maneuver Coordination Service
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Platooning and Maneuver Coordination Service

* Introduction of encryption

. Encrypt/decrypt
messages

Following Per:::s':gi’:“"' Lead vehicle

vehicle TCU (signed) TCU

Encrypted and signed
payload messages

e SERs commsignia

SECREDAS has received funding from the Electronic Component Systems for European Leadership Joint Undertaking under grant agreement nr.783119. This Joint Undertaking receives support from the European
Union’s Horizon 2020 research and innovation programme and Austria, Belgium, Czech Republic, Germany, Finland, Hungary, Italy, the Netherlands, Poland, Romania, Sweden and Tunisia



Server side applications
running as vircual machines.

Looking into the future: time critical Multi-access Edge Computing s o2 e,
(MEC) services appication hostire)

Internet

 Distributed computing approach

PDN
 Processing and analyzing of data opre UE) C Ny Tanport
closest to the point of its collection e el core
Agsregation
. Router
« Dynamic and scalable e
opr1 fiL . &
BTS —EF - H‘:':te‘_ MEC . —

/ Opt3 = Router
_— \ BTS, \
J - Single-BTS |
: MultiBTS / _ H S
; o ] MEC i sita
S § ETS._ Opt 2 L
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Other alternative futures for V2X: New markets
 Aerial freight transport

+ Railway

Levehgrossing Control room
with half barriers J er
%

o

Perception system with camera and usi/ /

A

@

https://www.youtube.com/watch?v=jOKmDpUrPZ8

Watch the video on Youtube
or visit http://safer-Ic.eu/

Source: ETSI.org

commsignia
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https://www.youtube.com/watch?v=jOKmDpUrPZ8

Final thoughts,
invitation to collaborate

« Communication stack expertise for your project

» Take responsibility from challenge to technical specification
» Listen and support system design

» Being fast and ahead with solutions to trial

* Provide resources, offload partners

commsignia
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Contact us at

¢

WWW.commsignia.com

O

https://twitter.com/Commsignia

https://www.youtube.com/user/commsignialtd

Andras Varadi

andras.varadi@commesignia.com
Research Director
+36706305052

commsignia
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ﬁ ART OUTLINE

recise and Robust Positioning

or Auomated koad Trnspors 1 € ODjective  of the SCANIA driven project PROPART is the development and
demonstration of a high availability positioning solution for connected automated driving
applications. The project's RTK (Real Time Kinematic) software solution exploit the
distinguished features of Galileo signals as well as combining it with other positioning and
sensor technologies.

ROLE

Advanced Commsignia Roadside units are used for
various Dayl and Day 2 services: RTK based GNSS

Distance

Watch the video on Youtube! correction data, Collective Perception Service, UWB ——
i ranging. Radars provide roadside object and freespace sales
Y — detection capabilities and the low latency environmental ﬁ
I@ perception is sent to an automated Scania truck via V2X
"’"ﬁ where highly accurate and fused V2X data is used to
support a lane change maneuver. Freespace distribution
g:ﬁzﬁ*‘gz;’gpr:x”é%rffc‘-e“ was introduced and standardized at ETSI by Commsignia ..
Duration: 24 months’ during the project. c mmSIgnIa

Budget: 3 MEUR 39


https://youtu.be/l-_zWrsLr-4

OUTLINE
The main objective of SAFER-LC is to improve traffic safety and minimize risks of
transportation at and around rail-road level crossings (LCs) by developing a fully
integrated cross-modal set of innovative solutions and tools for the proactive management
and design of level-crossing infrastructure. Partners include SNCF and DLR.

y‘;; Elc ROLE

Commesignia deploys V2X communication enhanced for V2I and V2R - Vehicle-to-Rail
use, extending the scope of V2X to support Railway infrastructure.

Smiart
Video/Radar/Lidar

Control Room/

1 Log Center
0 4 "
\' L

RSU
Traffic
light

Watch the video on Youtube!

Website: http://safer-Ic.eu/ A

Mo V2X - B e § . .
Started in May, 2017 (% ca;?ahle i T e
Duration: 36 months objects ! 1 commsli g nia

capahle

Budget: 4.8 mEUR m Ty P


https://www.youtube.com/watch?v=jOKmDpUrPZ8

OUTLINE

SAFERtec proposes to define a flexible and efficient assurance framework for security
g a (R) and trustworthiness of 'Connected Vehicles’ & Vehicle-to-Infrastructure (V2I)
communications seeking to improve the cyber-physical security ecosystem of Connected

Vehicles in Europe. Main partners include CRF, Airbus, Swarco and Autotalks.

SAFER ROLE

Commsignia is providing solutions for V2X communication and related application within
the projects secured connected vehicle.

[ SAFERtec |
Assurance
Framework Products

[ ALC ] APE/ASE

ed ITS Protection Profiles

g — il L . - Only type approval process
= - Evaluation tasks done in parallel (incl. cite certification) N a -
E _ Limited official and accredited bodies involvement = Lower costs (30%) and shorten evaluation tine (40%)
o Developper Developper & | [Evatuator Fvaluator
T SAFERtec System model Evaluator _
enhanced and | @i iy F Cﬂﬂfﬂﬂlzll;lg'l - KPS
dedicated 1TS checks e - Products |
= Assurance - Testing tools i TI](!'])- Atk - System conf
= s
Tools
ETSITR 102 893(TVRA)  ETSI TS 102 940 ETSITR 103 061-1 &2 ETSITS 103 096-1.2.3
15013111-1 150 131111 . X
ol B 15026262 ., 150 26262 ...
Website: https://www.safertec-project.eu/ EBIOS, Tropos, PiS, Nesas, s
Started in January, 2017

Duration: 36 months C m m S | g n |a

Budget: 3.8 mMEUR 41



OUTLINE

SECREDAS The high-level goal of SECREDAS is to propose a significant and innovative solution for
Safety, Security and Privacy dedicated for automated systems. This solution will include a
reference architecture, powerful components and common approaches regarding
integration and verification for the sectors of automotive, health and rail for which the
automation is major challenge regarding the safety of operation, the security of persons
and the privacy of citizens.

ROLE

Commsignia joins key providers of the automotive supply chain, including NXP,
Ficosa and Canon to fully integrate all V2X components into the novel connected vehicle
ecosystem. Activities include the definition of a secured Collective Perception Service and
low latency Misbehavior Detection.

CPM
Sensor - _ ‘ service
e.g. Generic All standard
Object data data

Website: https://secredas.eu/ lst elements elements

Started in May, 2018 b5 b commsignia

Duration: 36 months
Budget: 51 mEUR




