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CIPSEC in a nutshell @ CIPSEC

Improve the performance of critical Orchestrate se.curlty products and services
Cover security gaps in IT/OT networks

infrastructures thanks to ICT Multi-domain application
Technologies, without compromising Highly marketable product (TRL 8)
their security Alignment with policies and standards

CHALLENGES OBIJECTIVES

END-USERS CIPSEC RESULTS

FRAMEWORK OF PRODUCTS AND SERVICES

SIEM - Vulnerability
Network intrusion assessment

Baseline reference architecture
applicable to a wide range of verticals

Three use cases: detection Identity access
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Pilots: health, environment and

raillway

CLIiNIC

BARCELONA

Hospital Universitari

The Hospital Clinic de Barcelona (HCB)
is one of the largest, most recognized,
and representative public tertiary
university hospitals in Spain and in the

‘@/' ’ Protection of medical

and non-medical
subsystems

CSI Piemonte manages the Air
Quality Detection Regional System in
the Piedmont Region in Italy, used to
design environmental policies

Protection of the
network
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DB| NETZE

DB Netze is in charge of the
management of around 33500 km of
rail network, with around 5700
stations and near 3300 interlocking
systems

Safe railway operation



CIPSEC Youtube Channel O CIPSEC
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Approach and motivation

T 100% COLLABORATIVE

PROJECT__
Approach
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)) SMESEC

Cybersecurity for SMEs
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SMESEC

C D

Technical solutions Human and organizational context

Detection and Capabilities and
Alerting Awareness
Protection Training Courses
and Response and Material
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J) SMESEC

SMESEC

Protection and alerts: SMESEC offers continuous real-time
protection, alarms and reaction capabilities

Modular architecture: SMESEC follows a modular architecture
so each SME can integrate only the components that fit to its
needs

Centralized online platform: access cybersecurity status of
your system anywhere from any device

Accurate and visual information: cybersecurity related
information is provided in user-friendly, visual and accurate
way

Cybersecurity training and awareness: SMEs can access
training material and detailed courses for enhancing
cybersecurity in their organizations
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SMEs of the project
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See How
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