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The European Security Certification Framework (EU-SEC) G EUSEC

EU SECURITY CERTIFICATION

Innovation project with an aim to create a

framework under which existing

certification and assurance approaches goj@i - @
. . Transparen | icent

can co-exist. It has a goal to improve the cioud security \QIIIEHE

Cloud Service

business value, effectiveness and citomer (50 cortfication A
efficiency of existing cloud security
certification schemes. EUSE“C g
* multiparty recognition framework for e 4
cloud security certifications and "ore v
« continuous auditing based -
certifications Auditing Services

« governance structure for trustful and
compliant use of cloud computing

Auditing Body &

Competent Authority
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Multi Party Recognition Framework: Overview S EUSEC

9 Multiparty Recognition Framework
‘Govern: |l Evaluate G
! Principles / Criteria / Requirements

Multiparty
Recognition

Management

=

Lifecycle
Process

Security Controls/Requirements

Complaints
Management

EU-SEC
Re positorv Privacy Requirements
Evidence/Auditing Requirements
=
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G EUSEC

EU SECURITY CERTIFICATION

Multi party Recognition: Application

® Ba.sed on EU'SEC Source / Standard 1 / / Standard 2 / / National law 1 /
Requirements Repository /\ /\ /\
m

— Systematic mapping of
standards to CSA CSM Requirement \
Control m ?
(i) 2]

— Gap analysis with gap
classification

Control
+ ISO 27000-family and the ISAE
3000 assessments are Control-source P ° 00 ® ® o )
Supported relationship indicator
Gap level (mapping) No gap Pa:::‘ilalln;ap

4 ™
Indicators /_EU—SEC Repository\

¢ > Requirements are covered by controls that have been implemented under other
schemes > recognition

H Requirements need implementation of controls > new compliance

= No gap = Partial gap = Full gap
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Continuous Auditing Model

Preparation: Identification of the objectives
(SQO, SLO), frequencies, attributes and
metrics, as well as the measurements points

Collection: Collection of raw data

Measurement: Transform the collected raw data
into usable measurement results

Evaluation: Compile information on controls
from attributes and document findings

Certification: publish results according to the
chosen continuous auditing certification scheme
(i.e. Continues Self-assessment, Extended
Certification with Continuous Self-assessment,
Continuous Certification)

S EUSEC

EU SECURITY CERTIFICATION

Attributes, Metrics, Frequency, Scope

v

Objectives
(SLOYSQO)

Findings e dl  Certification
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The Work Plan

EUSEC

EU SECURITY CERTIFICATION
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Continuous Audit
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EU-SEC Framework

Privacy code of Tools Integration

Conduct for CSP Framework based Certification
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Security & Privacy
Requirements
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Contact and Information S EUSEC

EU SECURITY CERTIFICATION

Visit Z Fraunhofer TK CaixaBank
— Project deliverables and news
— Invitations to view progress and provide feedback at e 4
national and European stakeholder events oA Fabasoft
— Guidelines and trainings on the European certification
framework MINISTRY
n I x U E OF FINANCE
OF THE SLOVAK REPUBLIC
Contact P ‘
i B o orrustic mNETE
Jirgen GroRmann .
Project Coordinator pwc

Email: juergen.grossmann@fokus.fraunhofer.de
Fraunhofer FOKUS, Berlin, Germany
Phone: +49 (0)30 3463 7390
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