
Funded by the European Commission
Horizon 2020 – Grant # 740129

Assessing Research Outputs within the 
Cybersecurity and Privacy Landscape

1



Session Overview

TIMING SESSION

15:45 - 16:10
Cybersecurity Taxonomy & Technology Radar David Wallom, Associate Professor 
and Associate Director – Innovation of the Oxford e-Research Centre

16:10 - 16:30
Understanding project output readiness
Michel Drescher, Cloud Computing Standards Specialist of Oxford e-Research Centre 
at the University of Oxford

16:30 - 17:15

Panel discussion on approaches to readiness for projects moving from proof of
concept to realization

Chair: Raul Amarelle Valera, Project manager, AEI Ciberseguridad
Aitor Couce, ICMAT & CYBECO
John Davies, Co-founder and Chair of the South Wales Cyber Security Cluster
Niccolo' Zazzeri, Trust-IT Services & WISER & CYBERWISER.eu
Jose Ruiz, ATOS, SMESEC & CIPSEC

https://www.cyberwatching.eu/cybeco-supporting-cyberinsurance-behavioural-choice-perspective
https://southwalescyber.net/
https://cyberwiser.eu/
https://www.cyberwatching.eu/smesec
https://www.cyberwatching.eu/services/catalogue-of-services/cipsec-enhancing-critical-infrastructure-protection-innovative
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Mapping & Clustering of R&I in EU 
National & Associated countries

Create mechanism to enable EC and member state supported 
projects to come together to share outputs, methods and best 
practices

Analyse project attributes to determine related activities

Apply repeatable unsupervised machine learning techniques 
to these data as evidence-based characterisation of the 
cybersecurity landscape

Use resampling of the dataset and replacement to enable 
bootstrapping analysis to validate taxonomy.

Understand the current status of project outputs and publicise
their suitability for exploitation outside the the developing 
project team.



Cybersecurity Research Taxonomy

Foundational technical 
methods & risk management 

for trustworthy systems in 
cybersecurity & privacy

Applications and user-oriented 
services to support 

cybersecurity and privacy

Policy, governance, ethics, 
trust, and usability, human 
aspects of cybersecurity & 

privacy.



Mapping & Clustering of R&I in EU 
National & Associated countries

Project Catalogue

A single catalogue of EU and national cybersecurity projects, 
showcasing technical developments and project foci

148 projects listed (still running and completed)



Mapping & Clustering of R&I in EU 
National & Associated countries

First clustering using Level 1 taxonomy of all 
projects currently in the catalogue

Initial scoring by Cyberwatching.eu partners from 
project details in catalogue.

The process of scoring is as follows:

Study the objectives of the project indicated in 
column A using the available material and 
references collected in the catalogue

Consider which of the three high-level categories in 
the Cyberwatching taxonomy is MOST IMPORTANT 
for this project, and select it in the column "Rank 
1".

Now, consider the category that is SOMEWHAT 
IMPORTANT, and select it in "Rank 2".

The remaining category which is considered LEAST 
IMPORTANT then needs to be selected for Rank 3.

You must provide AT LEAST Rank 1; Rank 2 and 
Rank 3 are optional in case the remaining two (or 
one, respectively) category are out of scope of the 
project.
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Mapping & Clustering of R&I in EU 
National & Associated countries

Analysis and Clustering
Ranking with the possibility of null scores for rank 2 and 3 categories leads to 15 possible combinations.

Scores for project utilised to create Cyberwatching specific biplot and clustering
66 ‘Apps & user oriented services’ led

35 'Found. of tech & risk management’

32 'Governance, Ethics, Trust' 
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Cybersecurity Research Taxonomy

Secure 
Systems and 
Technology

Verification and Assurance

Operational 
Risk and 
Analytics

Identity, 
Behaviour and 

Ethics

National and 
international 
security and, 
governance

Human Aspects of Cybersecurity



Secure Systems and Technology

Building Security & privacy into technology from the design 
stage and technologies that are designed to deliver security 
capabilities, examples include;

Cryptography,

Trusted platforms,

Wireless & mobile security,

Cloud Computing security,

Secure software development/coding paradigms.



Operational Risk and Analytics

Developing understanding of risk and harm resulting from 
cyberattack;

cyberattack propagation across and between organisations,

awareness of current understanding of scenario and risk 
management,

Metrics and models for security postures,

Analytics for predicting risk, prioritising responses and supporting 
security operations.



Identity, Behaviour, Ethics and 
Privacy

Management of personal identity including different levels of 
assurance when used for online capabilities or services,

How to understand common norms when applied in the online 
or digital realm,

Diverse perspectives and interpretations to questions such as;

Who are you online with? 

How do you communicate, and what can (or should) you do? 

What expectations (personal and legally binding) are there? E.g. 
directives?

What expectations of privacy can there be and should there 
be?



National and international security 
and, governance

Development of Politics, international relations, defence, 
policy and governance issues

How do countries and communities interact with (and through) 
technology, and how might this change in different contexts?

How do national standards transcend borders or boundaries?

How should different threat persistence levels and domain 
cybersecurity understanding be shared?

At what point does something change from being a business 
problem to a national security problem?



Verification and Assurance

Enabling the establishment of levels of confidence in a system 
in terms of security and privacy, primarily looking at other 
systems to either determine if they are secure or to assert they 
are;

Formal Verification seeks to build a mathematical model of a digital 
system and then try to prove whether it is ‘correct’, often helping to 
find subtle flaws,

Assurance focuses on managing risks related to the use, processing, 
storage, and transmission of information.



Human Aspects of Cybersecurity

Understanding humans interaction with, and through, digital 
systems;

whether to understand and design for target users,

understand how adversaries operate and can exploit the systems. 

Includes aspects like usability, trust, collaborative practices, 
social embeddedness, nationhood, cultural diversity and the 
relationship between microsocial interactions and global 
structures.



From clusters to understanding the 
R&I landscape

Broad categories allow for projects to consider themselves 
how they understand a categories meaning

Fewer simple categories generate clusters of projects with 
critical mass



Mapping & Clustering of R&I in 
EU National & Associated 

countries
Preliminary clustering has been performed with the first 80 EC 
projects within the catalogue.



Mapping & Clustering of R&I in EU 
National & Associated countries



Mapping & Clustering of R&I in 
EU National & Associated 

countries
Preliminary clustering has been performed with the first 80 EC 
projects within the catalogue.

RUNNING PROJECTS ONLY



Cyberwatching Technology Radar

Commonly used visualisation methodology to assess 
technology status.

Independent sectors defined within a domain, 

in Cyberwatching case this will be the L2 Taxonomy definitions

Radial definitions applied across all sectors to give definition of 
in this case project output readiness;



Cyberwatching Technology Radar
Secure 

Systems 
and 

Technology

Operational 
Risk and 
Analytics

Identity, 
Behaviour
and Ethics

National and 
international 
security and, 
governance

Verification 
and 

Assurance

Human 
Aspects of 

Cybersecurity

Adopt – Production ready

Trial – Demonstrator capable

Assess – Proof of concepts only

Hold – ensure understanding of value

Drop – Technology has been superseded or is in 
some way not fit for purpose



Conclusions

1st Technology Radar to be published 31/10/18

Commentary in additional documentation on rationale for 
product/project placement

Living document with updates at a reasonable frequency to 
represent changing technology landscape.


