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LT O bJ ectives summary

D SMESEC aims to support SMEs on to protect their business

services/products and professional/personal-related devices
from cyber-security threats.

To provide a novel framework that assesses SMEs state-of-
the-art services and products and decreases cyber-security
threats to protect European citizens and businesses.
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Problem statement

Attractive target Complex topic

/\ /\

of SMEs have no
systematic approach

of all cyber attacks or
breaches in 2016
were aimed at SMEs

N

do not receive

Computer virus Trojan horses

36%

for ensuring

cybersecurity

Hacking Data breach Ransomware

of SMEs who were victims 12% 7% 7%

of cyber attacks did
21100
@)101
#0110

not recover & shut down
Issues due to Unauthorized access Unauthorized access
unpatched software to company info to customer info

7% 7% 6%

login
password

any training

on cybersecurity

within 6 months

J) SMESEC
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o gh\igmatching. Market needs &
Competitors

on cybersecurity & privacy

eReduce Escalations
Incident response management simplification,
automating manual tasks and offering qualified
! analyst services.
Reduce mean time to respond
ast incident response
Communication pitch
rigger SMEs interest

i==, f*Budget impact (low or free) dl;_a CYBERBIT

= “Cost fr|end|y approach = ,}’ PROTECTING A NEW DIMENSION

I

) GCA

Cybersecurity
oolkit

chronicle

J) SMESEC
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i C Pricin g structure

Component Pricing Freemium Trial

structure version version
Cross-layer SIEM (XL-

SIEM) XXXk€ month Yes

End Point Protection

Platform ( XXX€ year Yes 30 days
GravityZone))

EWIS (Early Warning

Intrusion Detection) e Yes

Training platform N/A Yes

CYSEC Framework XXk year Yes

Citrix ADC XXXXS year Yes

EGM-Taas Xk month

J) SMESEC
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— KeyPartners Key Activities a0, Value Propositions Customer Customer Segments
gg ﬁﬁ E‘L ‘ Q Relationships Egé
=

REESONG ‘ Personal
assistance
\ : Vertical approach
: - Knowledge 7 \ Smart-City ’
Sustainability e wternetof THings
* Financhl —
* Acceptance (market penetration) || \

: - ' T Resources (/) Channels Horizontal approach

Budget suitability for SMEs (OC questionnaire) -

Mitigation actions for non affordable prices Analysis ) ;mbfw:ﬁ:m
Modularity —— Direct end users

e -

Self-assistance (training &tutorials)
Freemium versions
Economies of scale

J) SMESEC
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3 Extension fiche

Component name

Functionality
Key features

4 Commercial Assessment of the extension

4.1 Value proposition

Problem statement

Benefits

Unfair advantage

4.2 Targetusers

Target user 1

IPR management

Lead

Name of component
developer

IBM Virtual Patch

IBM

Risk Assessment Engine (RAE)

ATOS

EGM-TaaS

Target user 2

4.3 Competition
s Indicate similarexistingsolutions inthe market or in the R&D field.

# Name of Company  Strenghts Weaknesses  Solution unfair

competitor advantage
solution

EGM

100%

Anti-Rop

IBM

100%

2] [ [ [ [

[=] | | | |

4.4 Distribution model

Testing Platform (ExpliSAT)

Distribution model
Customer contact
Promotion means

4.5 Delivery model

IBM

100%

Delivery model

4.6 Customer relationships

4.7 Financial Model

CITRIX

100

SIEM)

ATOS

100%

References

J) SMESEC

Gravityzone

BD

100%

Platform IPR % distribution (pending)
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- Exploitation agreement

03:1

c cial agr and

1 Definitions

strategy

In this Agrewment. thw folowing words shall hurve the meanng determined hers uader

7 Assets: any projct resat designated as such by the project partners, such is Methods, Algorithms,
Reference Archtectures, Software Platiorms and Camgonents s Sheit nstantistions into p,
PUDRY S Induntrial Trisls exgerimentations.

7 Progect any product of service which could be commercuized on the basis of the Assets. stion of a period
7 Lead: the potentia] fnal customer contict information and s some cases, more detailed information
of & potential customer (e.g. budget Final Oate™), and
Commarcial Business Opportunities: or sharty Business Opportunty (BO] meass that ane of the © terminate its
Partios has the ozpertunity 1o sel Auwts or Product 1o & final customer on the market, which & not tastion aetice s Wil infese Adat
arny of the Party Shat signed ths sgreement
on notce. . with fnasou

7 internal Use Opportunity: that one of the Partius (or 4n entity that telongs 10 the same Group of the
Party) s the final customes for the Assets or Frodacts of intends 1o apsly Awsets o Products for its

cwn sctivition. 4 duriving from

Lead gonerstor: the Party that Rt oitisl contacts with & potentel customer and that answers iwt e o out by cne or d ) sirhian &s
enqairy nto Assets o¢ Preducts defned in this agree ment drmal from the -
Business Opportanity Propasing Party: o shortly Progosing Party means the Party that caries out minstion notice o the Fropoding
activtios related 10 T preparation of Commerc s Busimmis Offering based on Assets includng the nusmed [ordurs e Ogportunity ¥ shall recognise
preperation of busness eppotunty dossmr. nolaseannce ned
7 Contractor: the Party that actauly signs contract with the final castamer and takes the resgonsiolity
of compensation sharing a1 apreed in s agreement Joal e oo sndh
7 intellectoal Propecty Owner: (IF Owner) is the Party that omns I over an Asst as listed in the Anses + have the roke of
10l ths Agresment I implmastition s oppartasty;
Service Provider: (s the Party o an exsernal organization that peavides soucific services (e g, trainng, . i
contulting, integration, degioyment, maistenance) relsted 10 the Assets snd descrbed is Butiness % duse
, Opportanty Dosser wal progucty (9) Implementation
Business Opportenity Dessier & document prepaced by the Progesieg Party describing 4s many
dutals o posuble related 10 the specc Butiwss Opportunty, ndudieg sropased offering with M, uagither with univy, shall ke,
reluted Assets and Services, draft financial conditions, list of Concermed Parties and sny other that Mrrangements to + Opportunty for
Proposing Party consders imgortant 1o reslize the cppartanty. . s might ndude
Concerned Parties: wl Parties that hive been dentified by the Fropoing Party in the Buiness er Parties e o0 o
Opportanity Dosver us 1P Owsrs o Service Providers. _—
any further . Contracts o similar that are used after the wwards swling of o
preparation of the Final Business Ogportunity Dossier in order 1o realse this ozportunity. sl profostion Porent from
oncerned Parties o Total Contract
2 Scope
et uie o frow -
In the content of the Project, the Parties hive produced Reslts i the farm of & range of separately ¢ of b Adsots o and shoud be w Total Convact
Sume of components hav been prod v 0% scle Party, winle otwrs have s oz dpediie v {the sropoung
" '
Lwen The posnt wveral Partus that prices of its
The parpase of o scheme s biish Genaton termi under which the Parties 130 Anancd ks v "Modified 80 srieted amone

»darce of doubt
huets of services.

will eaploit Commarcial Business o Inter nal Use Opportunities which may derive from of be bised on the

Identifind Assets, once the U co-financed Propct is Snalised
1t the conditions

1y e, ondy during
Generator while

wintly under this o the cropoung
e apreement
ement sy of its 1o sy Bainess
own Intellectusl property Rights reted 1o the Asets or 1o exglolt indesendenty and cut of this Agreement.
other 0 in U market and in comgutition with Avwts.

vours to perform

arties imoleed in

T

e—

—
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Joint
ventures

‘4 w Start-U PS

Company
portfolio

J) SMESEC
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D SMESEC Thank you!

Contact

Alberto Miranda
Atos Spain
alberto.miranda@atos.net

|
. alc'“" ﬂ“ www.cyberwatching.eu
N @cyberwatching.eu
. The European watch info@cyberwatching.eu

on cybersecurity & privacy
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